AGENDA ITEM NO. |Z.oa..

City of Garden Grove

INTER-DEPARTMENT MEMORANDUM

To: Matthew 1. Fertal From: Joseph M. Polisar
Dept: City Manager Dept: Police Department
Subject: RECOMMENDATION TO REALLOCATE Date: December 14, 2010

GRANT FUNDS AND AWARD A CONTRACT
TO INSTALL A WIRELESS IN-CAR VIDEO
SYSTEM FOR THE POLICE DEPARTMENT

OBJECTIVE

To reallocate the 2009 American Reinvestment and Recovery Act Justice Assistance
Grant (ARRA JAG) funds and award a contract to furnish all labor, materials,
training and maintenance of a wireless in-car video system (IVS) to be deployed in
all law enforcement marked vehicles and police motorcycles operated by the City of
Garden Grove Police Department.

BACKGROUND

The Garden Grove Police Department has had its existing IVS deployed for over five
years now. During this period of time, the Police Department has discovered
certain transmission limitations in the existing system. Despite several different
attempts to remedy these limitations, they persist. This coupled with the age and
resulting maintenance needed on the current system makes replacing the current
system the most efficient and economically viable solution.

ANALYSIS

As a result, the Police Department began researching what systems are available on
the market to replace the current system. Over the past year, systems from a
variety of vendors have been reviewed and, in some cases, tested In our patrol
cars. The vendors included: CDWG/Panasonic, Coban, Digital Ally, iCop, Kustom,
L3 and Robovu. Demo testing was performed for at least a one-month period on ali
of the systems listed except for Kustom. Kustom is the current vendor whose
system retains the currently existing transmission limitations.

As each system was installed in the patrol cars, a specific set of officers were
trained on the system, asked to use it and provided feedback in terms of its ease of
use and form factor. At the same time, management personnel reviewed the back
end hardware and software to evaluate it for ease of use, video and sound clarity
and security. At the completion of these tests, we reached a consensus that the L3
system was the best system for officer ease of use, video and audio clarity and,
most importantly, reliability. In addition to our current system capabilities, the L3
system also has a solution for motorcycle units. As part of this project, the Police
Department will be expanding its IVS to include police motorcycles.
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The L3 system Is already in use in a variety of agencies in Orange County. One
such agency is the Orange County Sheriff's Department (OCSD). In contacting
them, we learned that they had already performed an RFP process that led to their
purchase of L3 systems for their patrol vehicles. In addition, L3 was willing to
honor the pricing quoted in the OCSD contract if we decided to “piggy-back” our
purchase on the OCSD RFP process. -

The Palice Department worked with purchasing to pursue this option and has since
received approval to make our purchase based upon the OCSD RFP and pricing. Al
insurance and permitting requirements have already been addressed through
purchasing and risk management and we have a contract in hand with L3's
necessary signatures affixed (see attached proposed contract). This contract will
provide all hardware, software, installation and training for 50 patrol vehicles and 8
police motorcycles and the system to download, store and manage the videos
recorded by the system.

FINANCIAL IMPACT

The Police Department has secured grant funding for the majority of expenditures
associated with this project. The Traffic Offender Fund will support the remaining
costs and the General Fund should not be impacted.

On September 8, 2009, the City Council approved allocation of the 2009 American
Reinvestment and Recovery Act Justice Assistance Grant (ARRA JAG) funds toward
the purchase of an automated report writing system (ARWS). Since that time
however, alternate funding sources were located for that project and it is already in
progress. In November of this year, the Police Department received approval from
the Department of Justice to modify its use of the ARRA JAG allocation from the
ARWS to purchasing the IVS system (see attached DOJ ARRA JAG Reallocation
Approval). The City Council having previously allocated these funds toward the
ARWS would now need to approve utilizing these funds for the IVS,

If the reallocation of the ARRA JAG funds is approved, the following is an itemized
list of the funding sources for this project:

e 2009 ARRA JAG $267,655
2008-09 SLESF Fund $165,801
e Traffic Offender Fund $74,942

+« Total $508,398
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RECOMMENDATION
It is recommended the City Council:
s Authorize the reallocation of the 2009 American Reinvestment and Recovery
Act Justice Assistance Grant (ARRA JAG) funds from the Automated Report
Writing System (ARWS) to the In-Car Video System (IVS);

s Award a contract to .3 Communications Corporation, in the firm fixed price
amount of $508,398.00, to include maintenance for the first five years; and

» Authorize the City Manager to execute this agreement and make minor
modifications to the agreement on behalf of the City.

(Jleary

JOSEPH M. POL157

By: g’en tauffer - Lieutenant
pegza! Services Division
v

Attachment 1: L-3 Communications Corporation Proposed Contract
Attachment 2: DOJ ARRA JAG Grant Adjustment Notice

Recommended for Approval

AL






Urant Adjustments Home
Attachment 1

U$ DEPARTMENT OF JUSTICE

OFFICE OF JUSTICE PROGRAMS
GRANT ADJUSTMENT NOTICE
Grantee Information
Grantee Name: County of Orange Project Period: gg;géﬁggg B gﬁ:b ers 08
Grantes Address: 10 CIVIC CENTER PLAZA SANTA ANA, 92701  Program Office: 8IA Date: 11/18/2010
Grantee DUNS .
Nusmber: 11-185-0874 Grant Mastager: Dean Iwasaki
Grantae EIN: 95-6000928 ‘(‘S"S‘:“mm“ Number  ,049.F1801-CA-SB
vendor #: 950069281 Award Number: 2005-SB-Bg-0271
N . FY 2009 Recovery Act Justice Assistance .
Project Title: Grant Program Award Amount: $3,95%,880.00
Change Project Scope .
*Scope Change Types
i Altering programmatic activities Altering the purpose of the project !
. . . Change i izati i i ibili
Changing the project site I ge in organization with primary responsibility for
implementation of grant

Contracting out, sub-granting or otherwise obtaining the
services of a third party to perform activities that are central to

Other (Please enter type of scope change below)
the purpose of the award :

e A ——
*Required Jugtification for Change Project Scope:

Garden Grove wishes to change from purchasing
ARWS to an IVS system for patrol vehicles.

iattachments:

‘ filename: l User: Timestame: l Action; ;
Garden Grove ARRA JAG Mod.pdf olsenl !1,%\203/2010 4:46 o - ]
Revised Budget - Garden Grove Sub-Grantee.doex iwasakid f,g; 82010 3:18 ll
2009 ARRA JAG-Garden Grove GAN Chage in Project_Cost 11/17/2010 5:24
it olsenb :
Breakdown.pdf M
Actions:
Printer Friendly Version |

ALdit Trail: . _
] Description: Raote: User: Timesgtamp: Note:
|Approved~FEnal PO - GAN 1st Line Supervisor YOLIRG] 1171872010 4:08 PM View Nole
[Submitted iPD - Grant Manager nisenb 11/17/2010 5:25 PM View Note |
[Ehange Reguested HEXTERNAL - Externat User iwasakid 11/64/2010 B:49 AM View Note |
[Ehange Reguested |lpo - Grant Manager lwasakid 11/04/2010 8:49 AM View Note ]
[Submitted |lPo - Grant Manager lolsent [.1/03/2010 4:46 PM |[view wote

hitna Horante oin nadni soviomeesternal/oan/nroces(FAN st?oanld=720360 11192010



CITY OF GARDEN GROVE

GARDEN GROVE : POLICE DEPARTMENT
A NATIONALLY ‘ JOSEPH M. POLISAR
ACCREDITED LAW CHIEF OF POLICE
ENFORCEMENT
AGENCY

September 21, 2010

Susie Cabrera
Orange County Sheriff-Coroner Department
Administrative Manager/Grants

Re: 2009 Recovery Act JAG Modification Request - Garden Grove Police Department

The City of Garden Grove proposes to amend the use of the 2009 Justice Assistance Grant
funding as follows:

The original ARRA JAG proposal was written solely for the purchase of an ARWS. However, other
funding sources have been awarded, which the Dept will use to fund that project. Therefore, the
Dept would like to use our 08 ARRA JAG award io fund a new project, which is outlined below.

Proposals were submitted for the ARRA JAG grant in early April 2009. However, we did not
receive official notification of a $200,000 DOJ COPS Technslegy appropriation until September
21, 2009. We now have more money earmarked for the ARWS project than we need. Therafore,
the Garden Grove Police Depariment is requesting to modify their use of ARRA JAG funds to
include the purchase and instaliation of wireless in-car video systems (IVS) for ail patrol vehicles.

Amended Project Objectives:

The City of Garden Grove proposes to use ARRA JAG funds to replace the in-car video system
(iVS) in each patrol vehicle. The current system has been in use for five years now. [t
predominantly utilizes DVD RAM discs and wireless microphones, each of which has proven to be
unreliable. The video system is often unable to initialize due to corrupt discs. In addition, when
the system does function, the system often does not capture audio in conjunction with the video
recording, due to the inferior microphones.

As a result, the City of Garden Grove has done extensive unit testing in search of a replacement
system. The replacement system will be a wireless system that does away with the DVD RAM disc
hardware and replaces it with a hard drive locaily mounted in the vehicle with wireless sync
capabilities. When each patrol vehicle pulls into the police station, the system will recognize it is in
range of the station and download its videos to a mainframe server in the police building.

The new system will also utilize a different wireless microphone design that has proven effective
over much greater distances and with more reliability than our current system microphone. This
microphone has proven to be much more effective than the current system at longer distances in a
line-of-sight situation. When transmitting through barriers, this system has proven to be useful in

certain situations, where the current system is completely unable to overcome any kind of line-of-
sight barrier.

11301 Acacia Parkway P.0.Box 3070 Garden Grove, CA 92842
714.741.5704 + http://vww.ci.garden-grove.ca.us/departments/police



The new system will incorporate a speed activation trigger to start recording whenever a certain
speed is exceeded, as well as a crash sensor. it will also have the capability for the City to
implement an automatic vehicle locator using the onboard GPS sensor in the in-car video system.

Amended Goal:

By replacing the current in-car video system, the City of Garden Grove expects to see three
results:

s Boost the reliability of the system to ensure it initializes and is ready to record on the
officers’ demand or when situational triggers cause it to activate;

o Ensure effective transmission of the audio portion of incidents back to the car fo be
recorded in conjunction with the video; and

o Enhance safety and dispatch effectiveness by incorporating an automatic vehicle locator
into the CAD system in our dispatch center. This feature will allow the system to
recommend the closest unit to dispatch to a call for service, and give the dispatchers the
abifity to locate units in distress using their GPS location.

Amended Quantifiable Performance Measures:
o Reduced liability through reliable recording of both audio and video of incidents that result

in detention or arrest, as well as pursuits or colliisions invoiving Garden Grove Police
vehicles.

o Reduced response time to in-progress, high-priority calls and foot pursuits through the use
of the automatic vehicle locator function and its CAD integration (recommend closest unit
capabilities).

Amendad Timeline or Project Plan:

The project is currently in the RFP phase and expected to begin implementation within the next
several months.

Funding:

Total Allocation: $330,439
PROACT Contribution (10%) $ 33,044
Administrative Fee (9.0%) $ 29,740
Funds Retained by City: $267,665

Respectfully,

Joseph M. Polisar
Chief of Police



Garden Grove Police Department

ARRA JAG Maodification Request Info

The Garden Grove Police Department would like to retain $267,655 of their 2009
ARRA JAG allocation. The Department intends to use this allocation to assist in
funding the purchase of new wireless in-car video (IVS) systems for fifty (50) police
patrol cars and eight (8) police motorcycles, as well as the backbone hardware and
software required to operate these systems, The total cost of the IVS project will
exceed $267,655; therefore the difference will be supported through other funding
sources available to the city.

The total cost breakdown for the ARRA JAG aliocation is as follows:

s Paolice Motorcycle-mounted Digital Video Recording System -
Eight (8) @ $4,995 ea. = $39,960

s Police Patrol Vehicle Digital Video Recording System -
Fifty (50) @ $4,495 ea. = $224,750

» Police Patrol Vehicle Instant Replay Camera with Cables -
Thirty seven (37) @ $185 ea. = $6,845

The remaining $100 will go towards shipping costs.



Attachment 2

PROFESSIONAL SERVICES AGREEMENT

THIS AGREEMENT is made this day of . 2010, by the CITY OF
GARDEN GROVE, a municipal corporation, ("CITY") and L3 Communications
Mobile-Vision, Inc. ¢/o L3 Communications Corporation, herein after referred

to as “CONTRACTOR".

RECITALS
The following recitals are a substantive part of this Agreement:
1. This Agreement is entered into pursuant to Garden Grove COUNCIL

AUTHORIZATION, DATED »

5. CITY desires to utilize the services of CONTRACTOR te Furnish Annual
Maintenance and Support and all labor, materials, equipment, software, to
provide and install Digital In-Car Video Systems for the Garden Grove
Police Department. ‘

3. CONTRACTOR is qualified by virtue of experience, training, education and
expertise to accomplish services.

AGREEMENT
THE PARTIES MUTUALLY AGREE AS FOLLOWS!

1. Term and Termination. The term of the agreement shall be for period of
four (4) years from full execution of the agreement, with an option to extend
said agreement additional two (2) years, for a total performance period of six
(6) years. Option years shall be exercised one (1) year at a time, at the sole
option of the CITY. This agreement may be terminated by the CITY without
cause. In such event, the CITY will compensate CONTRACTOR for work
performed to date in accordance with proposal which is attached as
Attachment A and is hereby incorporated by reference. Contractor is required
to present evidence to support performed work.

2. Services to be Provided. The services o be performed by CONTRACTOR
shall consist of tasks as set forth in the Proposal. The Proposal is attached as
Attachment A, and is incorporated herein by reference. The Proposal and this
Agreement do not guarantee any specific amount of work.

3. Compensation. CONTRACTOR shall be compensated as follows:

3.1 AMOUNT. Total Compensation under this agreement for the first four
years, is not to exceed (NTE) the amount of Five Hundred Eight

1



4.

3.2

3.3

3.4

Thousand Three Hundred Ninety Eight Dollars ($508,398.00), payable
in arrears and in accordance with proposal in Attachment “A” and
cooperative bid number 5XZ0000142 with the Orange County Sheriff’s
Department which Is attached as Attachment "B” and is incorporated
herein by reference.

Payment. For work under this Agreement, payment shall be made per
invoice for work completed. For extra work not a part of this
Agreement, a written authorization by CITY will be required, and
payment shall be based on schedule included in Proposal (Attachment
A). :

Records of Expenses. CONTRACTOR shall keep complete and accurate
records of all costs and expenses incidental to services covered by this
Agreement. These records will be made available at reasonable times
to CITY.

Termination. CITY shall have the right to terminate this agreement,
without cause, by giving thirty (30) days written notice of termination.
If the Agreement is terminated by the CITY, then the provisions of
paragraph 3 would apply to that portion of the work completed.

Insurance requirements.

4.1

4.2

4.3

(a)

COMMENCEMENT OF WORK. CONTRACTOR/CONSULTANT shall not
commence work under this Agreement until all certificates and
endorsements have been recelved and approved by the CITY. All
insurance required by this Agreement shall contain a Statement of
Obligation .on the part of the carrier to notify the CITY of any material
change, cancellation, or termination at least thirty (30) days in advance.

WORKERS COMPENSATION INSURANCE. During the duration of this
Agreement, CONTRACTOR and all subcontractors shall maintain
Workers Compensation Insurance in the amount and type reguired by
law, if applicable.

INSURANCE AMOUNTS. CONTRACTOR shall maintain the following
insurance for the duration of this Agreement:

Commercial general liability in an amount of
$1,000,000.00 per occurrence (claims made and
modified occurrence policies are not acceptable);
Insurance companies must be acceptable to CITY and have
a Best's Guide Rating of A-, Class VII or better, as
approved by the CITY.



(b} Automobile lability in an amount of $1,000,000.00
combined single limit (claims made and modified
occurrence policies are not acceptable); Insurance
cornpanies must be acceptable to  CITY and have a Best's
Gulde Rating of A-, Class VII or better, as approved by
the CITY,

(¢) Professional liabllity in an amount not less than
$1,000,000. Insurance companies must be admitted and
licensed In California and have a Best's Guide Rating of A-
,Class VII or better, as approved by the City. If the policy
is written on a “claims made” basis, the policy shall be
continued in full force and effect at all times during the
term of the agreement, and for a period of three (3)
years from the date of the .completion of services
provided. In the event of termination, cancellation, or -
material change in the policy, professional/consultant
shall obtain continuing insurance coverage for the prior
acts or omissions of professional/consultant during the
course of performing services under the term of the
agreement, The coverage shall be evidenced either by a
new policy evidencing no gap in coverage, or by obtaining
separate extended “tail” coverage with the present or
new carrier

An On-Going and Completed Operations Additional Insured
Endorsement for the policy under section 4.3 (a) shali designate CITY,
it's officers, officials, employees, agents, and volunteers as additional
insureds for liability arising out of work or operations performed by or
on behalf of the CONTRACTOR. CONTRACTOR shall provide to CITY
proof of insurance-and endorsement forms that conform to CITY's
requirements, as approved by the CITY,

An Additional Insured Endorsement for the policy under section 4.3 (b)
shall designate CITY, it's officers, officials, employees, agents,. and
volunteers as additional insureds for automobiles, owned, leased, hired,
or borrowed by the CONTRACTOR. CONTRACTOR shall provide to CITY
proof of insurance and endorsement forms that conform to CITY's
requirements, as approved by the CITY.

For any claims related to this Agreement, CONTRACTOR’s insurance
coverage shall be primary insurance as respects CITY, it's officers,
officials, employees, agents, and volunteers. Any insurance or self-
insurance maintained by the CITY, it’s officers, officials, employees,
agents, and volunteers shall be excess of the CONTRACTOR’s insurance
and shall not contribute with it.



10.

11,

12.

Non-Liability of Officials and Emplovees of the CITY. No official or

employee of CITY shall be personally liable to CONTRACTOR in the event of
any default or breach by CITY, or for any amount which may become due to
CONTRACTOR. ’

Non-Discrimination. CONTRACTOR covenants there shall be no
discrimination against any person or group due to race, color, creed, religion,
sex, marital status, age, handicap, national otigin, or ancestry, in any activity
pursuant to this Agreement.

Independent Contractor. It is agreed to that CONTRACTOR shall act and be
an independent contractor and not an agent or employee of the CITY, and
shail obtain no rights to any benefits which accrue to CITY'S employees.

Compliance with Law. CONTRACTOR shall comply with all applicable laws,
ordinances, codes, and regulations of the federal, state, and local government.

Notices. All notices shall be personally delivered or mailed to the below listed
address, or to such other addresses as may be designated by written notice.
These addresses shall be used for delivery of service of process.

a. (Contractor)
L3 Communications Mobile-Vision, Inc.
c/o L3 Communications Corporation
Attention: Louis W, Blanco, President
90 Fanny Road
Boonten, NJ 07005

b. {Address of CITY) (with a copy to):
City of Garden Grove Garden Grove City Attorney
11222 Acacia Parkway 11222 Acacia Parkway
Garden Grove, CA 92840 Garden Grove, CA 92840

CONTRACTOR'S PROPOSAL. This Agreement shall include CONTRACTOR'S
proposal or bid which shall be incorporated herein by reference. In the event
of any inconsistency between the terms of the proposal and this Agreement,
this Agreement shall govern.

Licenses, Permits, and Fees. At its sole expense, CONTRACTOR shall
obtain a Garden Grove Business License, all permits, and licenses as may be
required by this Agreement.

Familiarity with Work. By executing this Agreement, CONTRACTOR
warrants that: (1) it has investigated the work to be performed: (2) it has
investigated the site of the work and is aware of all conditions there; and (3) it
understands the facilities, difficulties, and restrictions of the work under thig

4
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14.

15,

16.

Agreement. Should Contractor discover any latent or unknown conditions
materially differing from those inherent in the work or as represented by CITY,
it shall immediately inform CITY of this and shall not proceed, except at
CONTRACTOR'S risk, until written instructions are received from CITY.

Time of Essence. Time is of the essence in the performance of this
Agreement.

Limitations Upon_ Subcontracting and Assignment. The expetience,
knowledge, capability, and reputation of CONTRACTOR, its principals and

employees were a substantial inducement for CITY to enter into this
Agreement. CONTRACTOR shall not contract with any other entity to perform
the services required without written approval of the CITY. This Agreement
may not be assigned voluntarily or by operation of law, without the prior
written approval of CITY. If CONTRACTOR is permitted to subcontract any
part of this Agreement, CONTRACTOR shall be responsible to CITY for the acts
and omissions of its subcontractor as it is for persons directly employed.
Nothing contained in this Agreement shall create any contractual relationship
between any subcontractor and CITY. All persons engaged in the work will be
considered employees of CONTRACTOR, CITY will deal directly with and will
make all payments to CONTRACTOR.

Authority to Execufe. The persons executing this Agreement on behalf of
the parties warrant that they are duly authorized to execute this Agreement
and that by executing this Agreement, the parties are formally bound.

Indemnification. CONTRACTOR agrees to protect, defend, and hold
harmless CITY and its elective or appointive boards, officers, agents, and
employees from any and all claims, liabilities, expenses, or damages of any
nature, including attorneys' fees, for injury or death of ahy person, or damage
to property, or interference with use of property, arising out of, or in any way
connected with performance of the Agreement by CONTRACTOR,
CONTRACTOR'S agents, officers, employees, subcontractors, or independent
contractors hired by CONTRACTOR. The only exception to CONTRACTOR'S
responsibility to protect, defend, and hold harmless CITY, is due to the sole
negligence of CITY, or any of its elective or appointive boards, officers, agents,
or employees.

This hold harmiess agreement shall apply to all liability regardless of whether
any insurance policies are applicable, The policy limits do not act as a
limitation upon the amount of indemnification to be provided by

CONTRACTOR.

VD

(Agreement Signature Block On Next Page)
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IN WITNESS THEREOF, these parties have executed this Agreement on the day
and year shown below.

Date: "CITY™
CITY OF GARDEN GROVE

By:

City Manager
ATTESTED:

City Clerk

Date:

‘ "CONTRACTOR"
L3 Communications Mobile-Vision, Inc.
c/o L3 Communications Corporation

By: %‘/{C /4 M

s Name: Charles A, Vicek

Title: Vice President of Sales & Marketing

Date: _49-9- /0

Tax 1D No, 22-2893537

Contractor’s License:

Expiration Date:

If CONTRACTOR is a corporation, a
Corporate Resolution and/or Corporate
Seal is required. If a partnership,
Statement of Partnership must be
submitted to CITY.

APPROVED AS TO FORM:

Garden Grove City Atforney

7/3 /’ o
/éat




ATTACHMENT “A"

| communications

Garden Grove Police Depariment
11301 Acacia Parkway
GARDEN GROVE, CA 92842

Adlention;

1, Beh Stauffer

metiis

Mobite-Vision, .

Quotation

Dater 8719/2010

Quolation Number 00B4442

Prices Valid Until: 10/18/2010

Page 1

8 MYDFR2DVE-CV-2 System, Cyclevision 2 with VLPZ Assy, Flastiback 2 Dighal Video $4,4535.00 $35,860.00
. : Recorder " , . .
B MVE‘J—AN?’-DM-BKAZ. Antenns, Dome, Black, wlanfgps, Stod Mount, 42° lzads $0.00 $0L.0D
80 MVBR-FE2DVS-2 _ Flashback 2 Dighat Video System wivLP2 assy %4,485.00 T $224,750.00
2 MVD-FBZDVE-2 Flashback 2 Digital Video System wVLPZ assy $4.495.00 $8,9%0.00
. . SpareFlashback 2's
52 |MVDFBCKS Cable Kit, DVR, frunk mounVOHC. .. PR $0,00 $0.00
50 | MVDSRCAM Opfion, Flashback IR Camera wicables © %" $185.00 $9,250.00
52, | MVD-DM2.24/558K Stud mount antents 18" cables (RF-195 & RE-174) with SMATSMA bolt $0.00 $0.00
. . configuration {npt mag mount) black Dome Artenna
o fmise Optional S T L $303.00 $0.00
Vision Communications 1o extract wm.ple\e existing ik 'car.unm:. from vehicles.
i misc Optional - Extract in car hdw oo $105.00 $0.00
' Visioh Communications # extract éxi;tjng in car hardware only, from vehicles
58 |ANSTALLATION Instatiation by Vision Comm. ' $330.00 $18,140.00
170 | MVD-FB2-USB-128 Key, USB, 128 for Flasnback2 $0.00 .00
50 MVD-USB-EXT-Tiv -Option, T DVR USB &xt, with MTG Bracket, 28F7 $0.00 $0.00
50 MVD-CRASH-BAT Cotliston Sensor (Thggers DVR for recording when Involved in crash) $150.00 §7,500,60
. Assembhy product . - : :
o] MVD-FE2-V-V-TM Optionat - Vehicle Viewgr, Flashback'2 Trimk Mount ' - $255.00 20.00
50 WB-MC-GPS-22 Cable, Monitor Console DVR GPSIPC 221 $0.00 $0.00
Note: Repiacing W-FB-MC-DVR-22 on the CKE
51 MVDVLPE-DL-TM Option, Trunk Mounted Dual Voice Link Plus 2 Wireless Microphene $565.00 $28.815.00
Sysiem
Listed Balow s all Backend Equipment
1 LEMVDDVDBR1XE Workstation, Tower, 140GE DASD, 2 Core intel Processors, 1 GB RAM. §2.984.00 $2,884.00
[VE Backup System, 2.8 GHz Dugl Core Processsr, 1 GB RAM, 140GE
DASD Windows XP, DVD-RW, Monitor, Keyboard, Mouse MV Archiving
Software, Blu-Ray Robot 2/100 dist eapacity, 100 DYR-R Discs
Continued




ATTACHMENT “A”

commmunications

CGiarden Grove Police Department
11301 Acacia Parkway
GARDEN GROVE, CA 92842

Mobile-Vision, Ine.

Quotation

Date: 8/19/20%0
Quotation Number: Q084442

Prices Valid Until: 10/18/2010

Attention: Ban Stauffer - Pags 2
58 LESWRPRODVR Bofiware, digital Evidence PRO per DVR Digital Evidence Software $300.00 £17,400.00
: ircludes: Base Module, Inteligent Downloading Mudule. Archiver Module,
; . - Case Module, Consumer DVD Modute :
1 LSCMPRS0D Computer, Rack, 2 x 226GHz Quad Core Xenon Processors, 4GB $4,745.06 $4,745.00
. el 1666MHz RAM, 73GE Usable RAID 8 DASD -
3 MVD-NEMAPOE-DAL Nema POE Enclosure, Dual Port, WIAP & Lightriing Protection $1,983.00 35.97:9.06'
1. MVT-8875-A-ASBY Wiraless Access Point wiExtemnal Mounted Antenna $795.00 $795.00
. §02.11{a) Wireless Access paint |
Antenng and Cabling
. {Note: Pricing does not include installation)

§ MVD-ANT-KIT-A Antarna Kit, WLAN 802.11a, Exterior Buliding Motls_n:ed' $176.00 $1,085.00
1 ANSTALEATION Instalt WAP/ANT by Vision Comm $5,860.00 $§,850.DD
1 MVD-DEPBTS Solution Configuretien f Tralning - $4,350.00 $4,350,00

Systern build out and sonfiguration Elus 1day gun slte} 1ramlng

Extended Maima}taﬁcfa forin Car Portion

60 [EMASTD YR 1 ) Sales EMA Standard Yr 1 $300.00 " $18,000.00
60  |/EMASTDYRZ Sotes EMA Standard Yr 2 $325,00 $18,500.00
80 [EMAETOYRS- ‘ Sales EMA Standard Y13 $350.00 ' $21,000.00
&0 JEMA STD YR 4 Sales EMA Standard Y14 ) $350.00 - $21,000.60

Extended Maintenance for the DEP Software
1 1EMA SWRDEPSD EMA YR 1- SWR DEPBI/SERVER $3,152.00 $3,152.00
1 fEMA SWRDEPSD EMA YR 2 - BWR DEPSQUISERVER $3,152.00 $3,152.00
1 JEMA SWRDEPSO EMA YR 3 - SWR DEPBU/SERVER £3,152.00 $3.152.00
1 IEMJB_\ SWRDEPBQ EMA YR 5 - SWR DEPB/SERVER $3,152.00 $3,152.00

Exiendag Malntessance for tha DVD Blu Ray
1 MVD-EMA-DVD EMA YR 1-DVD $600.00 $800.00
1 IMVD-EMA-DVD EMAYR 2-DVD $500.00 £500.00

Continuad




ATTACHMENT ™A™
communications

Mohile-Vision, Ine.

Garden Grove Police Depariment
11301 Acacla Parikway
GARDEN GROVE, CA 82842

Astenion Lt Ben Stauffer

Quotation

Date: 8118/2070
Cuetation Number: DO84442

Prices Valid Unatil: 10/18/2010

Page 3

K NMVO-EMA-DVD EMAYR 3-DVD $600.60 $600.00
1 MVD-EMALVD EMAYR 4 - DVD $600.00 $600.00
Extended Maintenance for the LSCMPRS00 - Hardware
1 Imesc . EMA YR 1 LSCMPRS00 - Hardware $569.00 $569.00
1 IMISC - EMAYR 2 LSCMPRS0D - Hardware - $569.00 $569.00
1 ANST .. . EMAYR3LSCMPREDD - Hardware . $564.00 $560.00
1 ANSEC EMAYR 4 LSCMPRS0G - Hardware ] $568.00 $5683.00
o
Nolte: Pricing tosg not lnshuis Instalation of the ICVs sntenng, netwerk wirliy or wirefess acvess points where SUBTOTAL: $474,358.00
DELIVERY: 30 Days or Less ARO Sales Tax {As Required): $ 30,840.00
CREDIT TERMS: Net 30 Days Shipping win the continents! USA vis UPS Ground: $3,100.00
OTHER STATELORAL FEES: Not Included TOTAL $508,308.00

90 Fanny Road Boonton, NJ 07005 Voice: (800) 336-8475 Fax; (973) 2567-3024
E-Mall Address: sates.mvi@L-3com.cotm Web Page: www.L-3com.com/MV







/W achment B,(

Proposal For:

Orange County Sheriff’s Department

320 N. Flower St., 2™ Floor
Santa Ana, CA 82703 .

SEALED PROPOSAL:

Digital In-Car Video System
RFP No: SXZ0000142 |

Point of Contact: Joe Urbano

Bib DUE PATE: November 7, 2007 at 4:00PM

communications
Mobile-Vision, Inc.
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lNSTRUCTIONS
PRIOR TO: SUBMIF _1 ORIGINAL, 5 COFIES AND 1 OB ROM
REQUEST r OS AL . M., I MS WORD) 2003 OF YOUR PROPOSAL.

Q FOR PROP 400 P.M. PT 7. RETURN THIS PAGE SIGNED, WITH FROPOSAL.
County of Omnge 2. ALLPROPOSALS ARE TO BE IDENTIFIED WITH
Shertff-Coroner ON OR BEFORE RFP #, AND RETURNED IN A SEALED ENVELOPE
Purciasing Services Bureau O/ PACKAGE. ~ !
320N, Flpwe: Strect 1170747 4 FOR FURTHER INFORMATION, CONTACT:
Santa Ang, CA 92703 PI'OPOS&I Number Joe Urbano

(714} $34-4700

SXZ0009142

Jurbano@ocsdfinancial.org '
FAX (714) 834-6411

Dl Folder No: 579184 | DATE: September 24, 2007

REQUESY FOR PROPOSAL (“RFP”)
COVER FAGE

Project Title: Digital In-Car Video System (P'VS) hereinafter referred to as (“PVS”)

The County is seeking proposals from Offeror(s) who can provide and install Digital In-Car Video Systems (PVS) in the
Orange County Sheriff’s Department 200 law enforcement vehicles. Offerors are invited to propose a Digital In-Car
Video System in accordance with the terms and conditions set forth in Section III — Model Contract, including

Attachments. Refer to Section I1I, Attachment A, of this RFP for an expanded descnptxon of the Scope of Work to be
perfonned .

© A detailed Scope of Work concerning the County’s requirements is provided herein as Aftachment A,

This Request for Proposal(s) is set out in the following format:

SECTION 1. Introduction and Instructions to Offerors
SECTIONII.  Proposal Response Requiremnents/Minimum Qualifications
SECTIONIII.  Model Contract with Attachments & Exhibits.

PROPOSALS ARE DUE ON OR BEFORE November 7. 2807. 4:00 PM Pacific Time,

Proposals must be submitied in sealed packages. See comp]ete instructions in Section L.

All questions and inquiries related fo thls RFP must be d]rected to: Joe Urbano (hereinafter referred fo as “Assigned
Buyer™) Orange County Shesiff’s Depariment — Purchasing Bureau, 320 N. Flower Streef, 2 ﬂoor Santa Ana, CA
92703. Bmail address: jurbano@ocsdfinancial.org, Fax: (714) 334-6411.

Offerors are not o contact other County personnel with any questlons or clarifications concerning this RFP, . The Sheriff's
Department will provide all official communication concerning this RFP. Any County response relevant to this RFP other
than through or approved by Sheriff’s Department is unauthorized and will be considered invalid.

[ 1 HAVE READ, UNDERSTOOD AND AGREE TO THE TERMS AND CONDITIONS HEREWITH AND I AM
SUBMITTING A RESPONSE TO THIS SOLICITATION.

I3 Comenunications Moblle—-leon, Inc,

A Company Name
Pres 2. w Louis W, Blanco . President '
* tized Signatur Print Name Tide - _
2 ﬁdﬁ%{fﬁé/ Walter Horetsky Corporate Secretary
= Authorized Signature/s” Print Name Title

*If'a corporation, this document must be signed by two ccrporatf: officers. The first signatyre mast be either the Chairman of the Board, President, or
any Vice Presitfent, The second signature must be the Secretary, an Assistant Secretary, the Chief Financial Officer, or sny Assistant Treasurer,
RETURN THIS SHEET WITH YOUR RESPONSE

County of Omange

RFP SXZ0000142 1 Table of Contents



»

communications

Mohbile-Vision, Inoc.,
90 Fanny Road
Boontort, NuJ Q7005
B00-338-8475 Fax: 973-267-3024
www.L-3Com.com/my

November 8, 2007

Crange County Sheriff's Department
Attri: Mr. Joe Urbano, Assighed Buyer
Purchasing Bureau -
320 N. Flower Street, 2™ Fir.

Santa Ana, CA 92703

RE: Request for Proposal Number: SXZ00000142
Digital in-car Video System (PVS)

Dear Mr. Urbano:

L-3 Communications Mobile-Vision, Inc. is pleased to submit the accompanying
response to the County’s digital in-car video requirements. We are the nation’s leading
supplier of digital in-car recording technology for law enforcement and the current
supplier of the VHS in-car video systems currently in use by the Orange County Sheriff's
Department. Our company is well versed in large, multi-location digital in-car video
implementations and our list of references, found in Part 4 of our response, lists some of
these agencies. - ‘ ‘ : :

The County’s requirements have been carefully reviewed and we have responded with a
complete solution that addresses all aspects of an efficient and secure in-car digital
program. The deliverables proposed include our new Flashback-i™ Digital In-Car Video
Recording System and Digital Evidence Pro™ (DEP) digital videc management system.
The Flashback-Il Digital in-car Video Recording System.is an update of our widely used
Fiashback system. It provides full D-1 resolution, up to 32 GB of solid-state memory and
the latest digitizing technology enabling it to produce very high quality images with
minimai file size requirements. The DE-Pro video evidence management solution utilizes
a Dell server with RAID storage and our patent pending Intelligent Volume
Management™. Additional storage capacity can be economically added if required in the
future. Also included is a DVD robot which will automatically copy all files to write-once
DVD making them available long after they have been purged from RAID and a Tape
Back-up for the North and South offices. The Digital Evidence Pro management
application will: o

= Control the automatic upload of digital video files from cars to the secure DEP

server - -

Automate file archiving, backup and restoration using a robotic DVD burner
Control system access and create a log of all database activity ‘
Allow file searches by a number of key data fields ‘
Enable cases to be built around individual video files



= Allow other digital media, such as jpegs, and PDFs fo be imported intc case files
» Provide automatic purging routines '

Our proposal includes all the deliverables required to implement a successful digital in-
car video program including licenses, training, warranty support and extended
maintenance. Not included at this time is the installation of the wireless access points
which cannot be quoted until a carefully survey of each location is conducted.

As a division of L-3 Communications Corporation, a Foriune 200 fechnology company,
L-3 Mobile-Vision is recognized as the premier provider of digital in-car video equipment
to law enforcement and public safety agencies throughout the US. Since inception, we
have provided over 65,000 in-car video systems to more than 4,500 agencies within the
US. We currently have over 6,600 of our digital Flashback systems in operation and the’
digital video files which they generate have withstood legal challenge.

Thank you for the consideration that will be given to this proposal |

Sincérely

Louis VW. Blanco
President



L3 COMMUN}CATION 8 MOBILE-VISION, INC,

UNANIMOUS WRITTEN CONSENT
of
THE SOLE DIRECTOR
TO ACTION IN LIEU OF MEETING

Effective Date: As of June 17, 2005

The undersigned, being the sole member of the Board of Directors (the “Board of Directors™) of L-3
Communications Mobile-Vision, Inc., (the “Corporation™), hereby consents to the adoption of the following -
resolutions and to the taking of the actions contemplated thereby: _

GENERAL CORPORATE MATTERS

RESOLVED, that the following persons be, and they hereby are, slected to the office(s) set forth
opposite their respective names, to serve, subject to their earlier resignation or removal in accordance with the
By-laws of the Corporation and the laws of the State of New Jersey, until the first meeting of the Board of
Directors of the Corporation following the next annual meeting of stockholders of the Corporanon and until
their respective successors are elected and shall have qua.hﬁed

Name- Ofﬁce
Frank C. Lanza ' Chairman and Chief Executive Officer
Louis Blanco President
Michael T. Strianese . Chief Financial Officer
Christopher C. Cambria Vice President, Secretary
Stepben M. Souza Vice President, Treasurer
* Kenneth R. Goldsiein Yice President, Taxes and Assistant Treasurer
Waiter Horetsky : Assistant Secrefary

RESOLVED, that all actions herctofore taken by any director or officer of the Corporation in
connection with any matter referred o in the foregomg resolutions are hereby approved ratified and-confinmed
in all respects;

RESOLVED, that the officers of the Ccrporation be, and each of them hereby is, authorized and
directed to do and perform, or canse to be done and performed, all such acts, deeds and things and to make,
execute and deliver, or canse to be made, executed and delivered, all such agreements, undertakings,
documents, instruments or cerfificates in the name and on behalf of the Corporation or otherwise as each such
officer may deeny necessary or appropriate to effectuate or carry out fully the purpose and intent of the
foregoing resolutions and any of the transactions contemplated thereby;

RESOLVED, that the Secretary or the Assistant Secretary of the Corporation is hereby authorized to
certify and deliver, to any persen {0 whom such certification and delivery may be deemed necessary or
* appropriate in the opmmn of such Secretary or Assistant Secremry atrue copy of the foregmng resolutions; and

RESOLVED that a copy of this wrilten consent be ﬁ!ed with the minutes of proceedmgs of the.
Corporatlon

IN WITNESS WHEREQGF, the undersigned, being the soie director of the Corporation, has '
executed this written consent as of the date and year fi

CHRISTOPHER C. CAMBRIA



EXECUTIVE SUMMARY

The response submitted herein is for a complete turnkey digital in-car recording solution for the
Orange County Sheriff's Department. The OCSD is currently iransitioning from VHS technology.
The fieet will include 235 digitally equipped units which will be distributed, in unegual number,
among six divisional offices. :

Our proposal is complete with the exception of the installation of wireless access points at each
location. i includes: '

= 235 Flashback-ll Digital In-car Systems

= |nstaliation of the Flashback-ll Systems

= Digital Evidence Pro video management systems at the North Office, South Office, West
Office, San Clemente Office, John Wayne Airport and OCT Airport. ‘
Instaltation of all Digital Evidence Pro video management systems.

All software licenses

Training :

Warranties and Support

Extended Mainienance

The solution we proposed meets nearly all of the County’s requirements. We have responded 1o
thése requirements In Part 3, Section | of our response and have identified and explained all
exceptions in Part 1. :

The proposed Fiashback-l System is & recent update of our popular Flashback solid-state
recording system of which more than 7000 units are in operation, Flashback-li is the resuit of an
intensive, 18 month, engineering effort to utiize the latest technology enabling us to produce high
quality, full resolution, video files while maintaining file sizes comparable to the original Flashback
DVR. In produgtion this month, the Flashback-1i will be available for this project and represents a
significant upgrade from the Jegacy product. Like the original Flashback DVR, the Flashback-il
DVR recorde fo solid-state flash memory instead of a hard drive making it nearly immune o
shock, vibration and temperature extremes. As proposed, the Flashback-ll DVR will be supplied
with 17GB of flash memory of which 1GB will be internal memory. This is far more that will be
needed given the fact that cars will return to the office at least twice a day.

in our proposed soiution files will automatically and wirelessly upload from cars to secure servers
located at each district office. Our patent pending *load balancing” technology will assure the
fastest upload times by dynamically matching car to access point based on predetermined
oriteria. Our wireless upload technology is so refined that we are suggesting that no consideration
be given to making provisions for a hardwired file fransfer. , ;

Each District Office will be equipped with a Digital Evidence Pro video management system, This
is the most comprehensive management system avallable foday. File upload, archiving and
purging are based on predetermined rules that tailor the system to the County’s operational
methods. Files are stored either online using RAID 6 or near lihe via tape or DVD. A perpetual
record of all files is maintained and files that have been purged from ontine storage can quickly
jocated and restored years afterward. As with our wireless solution, security is paramount and
muttiple layers of security are provided for. '

The proposed soiution can be easily upgraded by the addition of a centrally located Agency

Server. With modest connectivity between district offices and headquarters the Agency Server

can have global knowledge of video that resides at each district. High priority video and video that

have been converted into "cases” will be automaticaily pulled through the network to reside on the
- Agency Server which becomes a central depository for high tevel files. ‘



Our response includes a comprehensive implementation plan, While this is a large project, when
broken down to six smaller projects it can easily be completed within 80 days of receipt of order.
Because of the importance of this project an assistant Project Manager will be assigned to aide
“the pnmary manager. Many of the logistical -issues, such as scheduling and fraining can be
resolved in the Initial Project Review Mesting and we understand the need to be flexible and
sensitive {o the County’s reguirements.

The Training Plan included within ‘our response recognizes that the County desires to have
training across many discipiines. This concept can be applauded'as it allows the County to derive
the maximum value from the proposed solution while maintaining a high level of self sufficiency.
We will endeavor to ensure that the County’s training objectives are fulfilled.

Extensive detail is provided within Part 3, Section 10 regarding the proposed solution
architecture, hardware requirements for each location and the basis by which this hardware was
sized and selected. We invite dialogue-with the County to fine tune the County’s requlrements to
ensure a solufion that is fruly custom failored to the County’s neads. ‘

L-3 Mobile-Vision has extensive experience supparting customers throughoui the countty. Our .
support balances responsiveness and costs. In the interest of providing fast and economical
support we have specislized in remote datebase and system -support. Via a high speed
connection we are able to provide file maintenance, install updates and upgrades and perform
many diagnostic tasks. Dell components will come with next business day onsite support from
Dell. Other components qualify for factory support but we will endeavor to provide an advanced
replacement or loaner wherever possible. Regardless of our level of commitment, our company
has a reputation to do whatever it takes to restore our customers fo full operation.

Finally, in reviewing this proposal the reader needs to understand that L-3 Mobile-Vision is a
pioneer in the in-car video industry. We have provided almost 70,000 systems. to aver 5000
agencies. We have been successful because we make sure that our customers are successful.
The OCSD s about to make a very large investment in technology and can take comfott in
knowing that 1.-3 Mobile-Vislon is a part of L-3 Communications Corporation, the sixth largest
defense company in the country and a Fortune 200 company. We have the financial and
technical resources to assure the success of this project and we will be here years from now as
your digital In-car video partner.



|

Part 1:
(Complete this section and submit as Part 1 in first fabbed section of Proposai)

Cover Letter

All propesals must be accompanied by a cover letter of introduction and executive summary of the Proposal. -
The cover letter must be signed by person(s) with authority to bind the Offercr. If the Offeror is a corporation,
then the signature of two corporate specific officers as follows is required. The first signature must be one of
the following: a) the chairman of the Board; or b} the president; or ¢} any vice president. The second signature
must be one of the following: a) secretary; or b} the chief financial officer; or ¢} any assistant secretary; or d)
any assistant treasurer. In the alternative, a single corporate signature is acceptable when accompanied by a
corporate resolution demonstrating the legal authority of the signator to bind the corporation. An unsigned or
improperly signed Proposal subniission may be grounds for rejection of the proposal and disqualification from
furthér participation in this RFP process. All Proposals shall include in this first tabbed section, the Cover Page
of this RFP and any subsequent addenda issued to this RFP with appropriate signatures as required.

Validity of Proposal

The Cozmty requires that ‘all Proposals be valid for at leas!; three hundred and sixty five (365) days.
Submissions not valid for at least three hundred and sixty five (365) days will be considered non-responsive.
The Offeror shall state the length of time %ﬁh the submitied pmposai shall resnain valid below:.

365 days
Validity of Response (in days) Signafure requnjed

Certification of Understanding

The County assufnes no responsibility for any understanding or representation made by any of its officers or
agents during or before the execution of any Contract resulting from this RFP unless:

A. Such understanding or representations are expressly stated in the Contract; and
B. The Contmct expressly provides that the County therefore assumes the reéponsibility.

Representations made but not expréssly stated and for which liability is not expressly assumed by the County in
the Contract shall be deemed only for the mformat;on of the Offeror.

By signing below, Offeror certifies that such understandmg has been considered in this response.

Vi é/

signature required)

Minimum Ouahﬁcatlons Statement

Offeror shall certify that it meets all minimum quahﬁcaﬁons and requirements set forl,h above in this Section 11

by signing beiowg Z
f

(Signature reqiiired)

County of Orange 12 Section 1
RFP SXZ0000142 ‘ Proposal Requirement



5. Certificate of Insurance

The Offeror shall certify their willingness and ability to provide the required insurance coverage and
certificates as set forth in Section I1I, Model Contract by signing below (see General Terms and Conditions,
Article P for insurance requirements). :

ature required)

A. If Offeror takes any exception to article P. Insurance Provisions, as set forth in Section 11, Model Contrac;
please see section 8 Statement of Compliance balow.

6, Chid Suppert Enforcement and EDD Independent Contractor Requirements
The Offeror shall certify Offeror’s willingness and ability to provide the required Orange County Child Support
Enforcement and EDD Independent Contractor Reporting Requirements as mdicated in Sect;on I by signing

below.Ls xhxbﬁs { and II to the Model Contract for this RFP)..
/Z'V-’.cz)_ e
K¢ fure required) ' ~ '

7. Conflict of Interest

Disclose any financial, business or other relationship with the County of Orange or other entity that the County
of Orange Board of Supervisors governs, which may have an impact, effect or influence on the outcome of the
services you propose to provide. Provide a list of current clients, employees, prmmpals or, sharcholders
{including family members) who may have 2 financial interest in tbe outcome of services you proposed to
provide. Disclose any financial, business or other relationship within the last three years with any firm or
member of any firm who may have a financial interest in the outcome of the work. If you believe that no
conflict erest exists or would ex1st, sign below :

8. Statement of Cbm liance

A statement of compliance with all parts of this RFP or a listing of exceptions and suggested changes must be
submitted in response to this RFP. Offeror shall not submit its licensing agreement as a proposed substitute
and/or addition to the County’s terms and conditions. If Offeror submits its licensing agreement as a proposed
substitute and/cr addition to the County’s terms and conditions, it may be deemed non-responsive. Offer shall
not submit a blanket objection to the entire Model Contract. If Offeror submits a blanket abiection to the entire
Contract without a list of exceptions to each clause as required under B (1), it may be deemed non-responsive at
the sole discretion of the County. Offeror must certify either A or B by signing below:

A. This proposal is in strict compliance with said Request for Proposais, including the terms and
conditions set forth in the Model Contract and its Attachments, and no exceptions thereto are
proposed.

(Signature required)
OR

B. This proposal is in strict compliance with said Request for Proposals, including the terms and "

conditions set forth in the Model Contract and its Attachments, except for those proposed exceptions
listed in a separate attach reto. ‘

{Signature required) (j

County of Oranpe 13 . Section 11
RFP SX20000142 _ ‘ Proposal Response Requirements



County-of Orange
R¥P SXZ0000142

The attachment for each proposed exception must include the following:

1.

2.

The complete provision Offeror is taking exception to

The RFP page number and section of the provision Offeror is taking exception
o)

.The Offeror’s suggested rewording;

Reason(s) for submitting the proposed exception; and

Any impact the proposed exception may have on cost, scheduling, or other
areas. :

14 Section 1
Proposal Respanse Requirements



Orange County Sheriff's Department
. RFP 8XZ0000142
Digital In-Car Video Systems (PVS}

Statement of Compliance

1.3: TRUE Infrared Capability (850nm) ~ 0.7 lux {color} and 0.04 lux (BW)
Page: 42; Specification 1.3

Suggested Rewording: "Extended low light capability 0.7 [ux to 0.04 lux.

Reason for submitting proposed exception; There are various ways to achieve
low light capability. Our technology provides for up to .03 lux, exceeding the

County's requirement but does not use infrared.

Impact the proposed exception may have: More cameras will meet the
requirement and there will be no impact in performance.

1.8: Motorized telephoto lens — mlmmum 22x Optical Zoom -
Page 42; Specification 1.8 :

Suggested Rewording: “Minimur_n of 12x bpticai zoom.”

Reason for submitting proposed exception: Not all leading in-car video
manufacturers offer 22x optical zoom. Changing the requirement makes it more inclusive
by accepting proven products by other major manufacturers,

Impact the proposed exception may have: In reatity 12X zoom is more than
sufficient for this application. There will be no negative impact.

1.1.2: Autozoom conﬂgurab[e through software for degree and {ime at zo0m
level. Page 42; Specification 1.1.2 :

Suggested Rewordlng Autozoom, factory configured or configurable through
software for degree and time at zoom level.

Reason for submittinq proposed exception: Ability to change autozoom levels
can create inconsistency between vehicles. Factory configured autozoom has
proven to be adequate for thousands of agencies.

Impact proposed exception may have: None

1.1.8: Front of camera has record indicator, visible from front of vehicle. _
Page 43; Specification 1.1.8

| Suggested reworqu RECORD indicator that is visible from the front of the
vehicle.




Orange County Sheriff's Departrment
RFP 8XZ0000142
Plgital In-Car Video Systems (PVS})

Reason for submitting proposed exception; LED indicator located on front of
camera may lead to glare issues on recorded video. Also, our solution allows for.
the County to choose which location on the vehicle they wish to mount the
RECORD indicator.

impact proposed exception may have: Will allow County to choose mounting
option that best suits their needs.

3.5: Bracket mounts in existing holes in the vehicle (no exira hoies to be dnﬂed)
Page 44; Specification 3 5

‘ Suqqested rewording: Bracket mounts in existing holes in the vehicle (no extra
holes to be drilled) or windshield mounted

%Reason for submitting propesed exception: Our NiteWatch camera is small and
very light weight. It is usually mounted directly fo the wmdshie d just to the nght of
the rear view mirror and out of the airbag zone.

Impact proposed exception may have: Camera will be mounted out of the airbag
zone on a mount that will yield on impact reducing the risk of occupant injury.

4.1.8: Audio monitor speaker is automatically dfsabled when in-car microphone is
enabled. Page 45; Specification 4.1.6

Suggested rewording: Eliminate requirement 4.1.6

Reason for submitting proposed exception; Officers should be trained to aiways

‘keep the volume turned down, except when playing back recordings, to prevent
subjects in custody from eavesdropping on conversations between officers that
may take place outside of vehicle.

Impact proposed exception may have; Increased privacy with regard to
co:wersations outside of vehicle.

5.1: Ps‘e—event recording programmable by an administrator fmm 010 180
seconds. |
Page 45; Specification 5.1

uggasted rewording: Pre-event recordmg programmable by an administrator
from 0 to 60 seconds, minimum.

Reason for submitting proposed exception: 60 seconds of pre@vent record has
proven o be more than sufficient by law enforcement agencies throughout the
Country with very few usmg more than 20 seconds of pre -event.




Orange County Sheriff's Department
RFP SXZ0000142
Digital in-Car Video Systems (PVS)

Tmpact proposed exception may have: None

5.8: Removable hard drive shall have the capacity to store at least 24 hours of
audio/video at the specified resolution.
Page 46; Specification 5.8

Sugaested rewording: Removable media shall have the capacity to store at least
24 hours of audio/video at the specified resolution.

Reason _for submitting proposed exception: 'Our solution can meet this
requirement using solid-state flash memory which is virtually immune from the
vibration, shock and temperature extremes that wouki damage a hard drive.
Flash memory also reduces power requirements and allows the same DVR to be
used affectively on other vehicles such as motorcycles and helicopters.

Impact proposed exception may have: Better reliability under ail conditions,
longer life, less failures, smaller size, less weight, lower power consumption.

5.1.7-0.03: Driver's Door
Page 47, Specification 5.1.7-0.03

Suggested rewording: Eliminate requirement.

Reason for submitting proposed exception: Allowing the DVR to be triggered into
record mode whenever the Driver's Door Is opened would result in numerous
unnecessary recordings and would prevent automatic wireless uploading at the
end of a shift since the DVR would be activated when the ofF cer exited his/her

. vehicle.

Impact_proposed exception’_may have: Unnecessary recordmgs would be
eliminated and upload functionality would not be hindered.

5.1.7 - 0.06: Radar
Page 47, Specification 5.1.7 — 0.06

Suggésted rewording: None

1

Reason for éubm]ﬁing the proposed exception: We do not comply
Impact proposed exception may have: Radar will not trigger DVR into record.



Orange County Sheriff's Department
RFP SXZ0000142
Digital tn-Car Video Systems {FVE)}

5.1.13 - 0.03: Heading
Page 48; Specification 5.1.13 ~ 0.03

Sugaested rewording: None

Reason for submitting the proposed exception: Do not comply.

Impact proposed exception may have: Heading will not be recorded, however,
vehicle position is recorded which allows the heading to be determined. Our
solution also- permits the vehicles position fo be displayed on mapping software .
through which its heading is easily determined. '

5.1.13 -~ 0.13: Crash Sensor
Page 49; Specification 5.1.13 ~ 0.13

Suagested rewording; Eliminate requirement to Record Crash Sensor Trigger

Reason for submitting the Drobcsed exception; Even though the Crash sensor
will activate the RECORD mode it cannot be displayed as metadata because it is
a momentary trigger.

Impact proposed exception may have: There will be no impact on performance
The Crash Sensor will simply not be recorded as metadata.

5.1.13 - 0.17: Vehicle Speed Sensor
Page 49; Speqiﬁcation 51.13-017

Suagested rewording: Vehicle Speed Sensor or GPS

Reason for submitiing_the proposed exception: Some well proved solutions
measure vehicle speed using GPS and not a vehicle speed sensor. Vehicle
speed sensors are specific o make, mode! and year of car making them difficult
to update when systems are migrated from an old vehicle to a newer one.

Impact proposed exception may have; Accurate readings of vehicle speed could, .
on very rare occasions, be temporarily interrupted due to lost or wesk GPS
signals. However, speed readings should be accurate 99.9% of the time.
However, the equipment will work i in any make, model or year of vehtcie




COrange County Sherlff's Depariment
RFP SXZ0000142 ‘
Digital In-Car Video Systems (PVS)
13.1: Complete tumkey system, excepting LAN and L AN connected computers
Page 56; Specaflcaﬂon 13.1

Suqqested Rewaording: Complete turnkey system, excepting LAN and LAN
connected computers and the installation of the wireless network components.

‘Reason for_submitting the proposed exception; A thorough site evaluation has
not been completed at each of the County’s locations. There may be many
variables that affect the cost of installing wireless access points at each location.
Once the County allows vendors fo perform site visits, an accurate quote can be
obtained and submitted to the County. -

impact proposed exception may have: The County will most likely save money -
since quotations will not be inflated to protect against possible unknown
difficulties associated with the installation of wireless access points.




Part 2:

Company Profile

(Complete this form and submit as Part 2 in second tabbed section of response)

Company Legal Name:_L~3 Communications Mobile-Vision, Inc.

Company Legal Status (corporation, partaership, sole proprietor etc.); Corporation

Business Address: 90 Fanny Rd.: Boonton, NJ 07005

Website Address:  www. L~3com. com/MV

Telephone Number: {___) (800) 336-8475 Facsimile Number: (___) (873) 257-3024

Email Address:__Louis.Blanco@l-3com.com
Length of time the firm has been in business: 20 Years Length of time at current location: 20 Years

Is your firm a sole proprietorship doing business under a different name: Yes X _No
If yes, please indicate sole proprietor’s name and the name you are domg business under:

Is your firm incorporated: X Yes No If yes, State of Incoxporatioﬁ: New Jersey

Federal Taxpayer [D Number__22--2893537

Regular business hours;_Monday through Friday, 8:00AM throucjh 5:30PM (EST)

Regular holidays end hours when business is closed: Closed on: President's; Good Friday:

Contact person in reference to this sohmtatlon Louis W, Blanco
Telephone Number: (___}{800) 336-8475 Facsimile Number: (). (273) 257-3024
Email Address:_Louis.Blanco@l- COm :

Contact person for accounts payable: Robin Wohlgemuth
Telephone Number: () _(800) 336-8475 Facsimile Number: () (973} 257-3024

Email Address:_Robin.Woblogemith@i-3com.com .

Name of service manager:_Paul Augustynizk ;
. Telephone Number: (___) _(800) 336-8475 Facsimile Number: () (973) 257-3024

Email Address:_Paul.. Augustyniak@l=3com.con. .

In the event of an emergency or declared disaster, the following information is required;
Name of contact during non-business hours: Chris Kadoch

Telephone Number: (_)_{973) 255-0963 Facsimile Number: () (973) 257-3024
Email Address:_Chris, Kadoch@L-3com. com " Cell or Pager Number: (973} 255-0963
County of Orange 15 : Section [1

RFP SXZ00060142 ' Praposal Response Requirements



PART 3:

L-3’s PROPOSAL
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- 1: Scope of Work



COLOR DIGITAL, NOT ANALOG, ANALOG
OUTPUT

12

1/3 CCD (MINFMUM 380,000 PEXELS) PER
MANUFACTURER'S SPECIFICATIONS

13

TRUE INFRARED CAPABILITY (350nm)— 0.7
LUX (COLOR) AND 0.04 LUX (BW)

ixtended 1ow 1ight 0.7 lud
to 0.04 lux using frame
stacking technology,

AUTO SWITCHING BETWEEN COLOR AND

INFRARED/B&W MODES

AUTO FOCUS

AUTG IRIS

1.7

AUTO WHITE BALANCE

1.8

| MOTORIZED TELEPHOTO LENS - MINIMUM

2% OPTICAL ZOOM

Motorized zoom lens wi_th

12% optical zeom.

1.8

STANDARD LENS ~ 68 DEGREE VIEWING

ANGLE, OR HORIZONTAL COVERAGE OF 27 ‘

FEET AT A DISTANCE OF 20 FEET

AVUTO ZOOM (FROM COMPUTER TOUCH
SCREEN, ON CAMERA OR BY TRIGGER

INPUT)

AUTO ZOOM CONFIGURARLE THROUGH
SOFTWARE FOR DEGREE AND TIME AT
ZOOMLEVEL

Configurable at factory

MANUAL ZCOOM FROM COMPUTER TOUCH
SCREEN OR ON-CAMERA CONTROL

County of Orange
RFP SXZ0000142

Section III
Astachment A



AUTO BACKLIGHT COMPENSATION

NOT BE SUBJECT TO BURN-IN, MAGNETIC
115 FIELD DISTORTION, GEOMETRIC
o DISTORTION, IS RF SHIELDED AND HIGHLY
SHOCK RESISTANT
116 DIMENSIONS, INCLUDING CASE, NOT TO

1 EXCEED (L) X 3.5" (W)X 3.5 (H)

ENVIRONMENTAL OPERATION FROM 10 TQ

118

1.1.7 175 DEGREES FAHRENHEIT AT %0%
‘ Record indicator can be
FRONT OF CAMERA HAS RECORD

INDICATOR, VISIBLE FROM FRONT OF
VEHICLE .

mpunted in windshield

SAME SPECIFICATIONS AS PRIMARY WITH

21 THE FOLLOWING EXCEPTIONS:

22 COMPACT IN SIZE

23 ggggpﬁgﬁgg%ég ngl)zEAR SEAT

24 PIXE) WIDEANGLE LE;QS r(COVER.S THE

ENTIRE REAR SEAT AND OCCUPANTS)

SECURELY MOUNTELD AS TO NOT INHIBIT OR

31 PREVENT SAFE OPERATION OF VEHICLE
BRACKET ALLOWS CAMERA TO SWIVEL 180
32- DEGREES HORIZONTAL WITHOUT THE USE
OF TOOLS =
13 BRACKET ALLOWS THE CAMERA TO TILT 90
: DEGREES UP AND DOWN
County 'of Orange Section i
Astachment A

RFP §XZ0000142



P E e
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TN S AR

BRACKET MATERIAL RUGGED, NOT TO

4

34 VIBRATE OR DISTORT WHILE IN PURSUIT
Windshield mount,
BRACKET MOUNTS IN EXISTING HOLES IN -
.35 THE VEHICLE (NG EXTRA EOLES TOBE
- DRILLED) ‘
DESIGNED SPECIFICALLY FOR CAMERA TO
36 BEUSED, NOT A 'UINIVERSAL' TYPE
BRACKET ‘
MUST MOUNT OUTSIDE THE AIRBAG ZONE;
3.7 i

| INCLUDED WITH SYSTEM NOT AN EXTIRA

COST ACCESSORY. -

TECHNOLOGY TO ALLOW AT LEAST 20

4.1 USERS ON SCENE WITHOUT ANY
INTERFERENCE '

42 NO TWO TRANSMITTERS USE THE SAME

- CODE
. IN-VEHICLE DOCKING STATION CAPABLE OF
- RE-CHARGING TRANSMITTER'S BATTERY

TRANSMITTER AND DOCKING STATION

4.4 CAPABLE OF SENDING AND RECEIVING
SIMULTANEOUS VOICE AND DATA
DUPLEX DATA STREAM TO CARRY STATUS

45 INFORMATION BETWEEN DOCKING STATION
AND TRANSMITTER
ANY TRANSMITTER AUTOMATICALLY
SYNCHRONIZES TO ANY DOCKING STATION

46 ~ ONCE SYNCHRONIZED, STAYS ‘

| SYNCHRONIZED UNTIL DOCKING STATION

I8 CHANGED ‘
TRANSMITTER RECHARGEABLE BATTERY

47 CIVES MINIMUM OF 12 HOURS TALK TIME
AND 40 HOURS STANDBY TIME

4.
County of Orange Section ITI
RFP SXZ0000142 Attachment A



TYPICAL TRANSMITIER RANGEIS 1000 FEET -

43

DOCKING STATION AUTOMATICALLY
ACTIVATES TRANSMITYER UPON ANY
SYSTEM TRIGGER INPUT ~

&~
—
[

TRANSMITTER CAN REMOTELY START
RECORD MODE ;

4.1.2

TRANSMITTER HAS DETACHABLE .
MICROPHONE CORD WITH WINDSCREEN
AND CLOTHING CLIF ‘

413

TRANSMITIER HAS BUILT-IN MICROPHONE -

4.14.

TRANSMITTER CAN DETECT BAD EXTERNAL

MICROPHONE CORD WITH AUTO-SWITCHING |

TO INTERNAL MICROPHONE IF EXTERNAL I3

-BAD

415

TRANSMITTER ANTENNA 18 PART OF, OR
INTERNAL TO, THE CASE (AN EXTERNAL
ANTENNA 1S UNACCEPTABLE}

4.16

| AUDio MONITOR SPEAKER IS

AUTOMATICALLY DISABLED WHEN IN-CAR
MICROPHONE 18 ENABLED

ALT

1 IN CAR MICROPHONE CONTROLLED BY

SWITCH INTEGRATED WITH VIDEQ SYSTEM

IN-CAR MICROPHONE IS ON A SEPARATE

AUDIO TRACK FROM REMOTE MICROPHONE
{AUDIO I8 NOT SUMMED ORMDED ~
CHANNELS WILL REMAIN SEPARATE}

e
S

il

| PRE-EVENT RECORDING PROGRAMMABLE
BY AN ADMINISTRATOR FROM 0 TO 180

SECONDS

52

RECORD TWO EACH VIDEQ AND THREE
EACH AUDIO CHANNELS SIMULTANEOUSLY
FROM MULTIPLE SOURCES | :

County of Orange
RFP SXZ0000142

Section [T
Astechment A



(VABLE §TORAGE MEDIA HOLDS
MINBVUM 24 HOURS OF VIDEO/DATA AND
AUDIO AT THE SPECIFIED VIDED
RESOLUTION

54

VIDEO CODEC OPTIMIZED FORLAW
ENFORCEMENT APPLICATIONS

5.5

| VIDEO QUALITY IS MINTMUM 704 x 480 AT 30

FRAMES PER SECORD

56

INTERNAL GPS PROVIDING VERICLE SPEED,

| COURSE AND POSITION

57

(P8 SETS INTERNAL DVR CLOCK

3.8

REMOVYABLE HARD DRIVE SHALL HAVE THE
CAPACITY TO STORE AT LEAST 24 HOURS
OF AUDIO/VIDEO AT THE SPECIFIED
RESCLUTION

Removable 16GB Compact
Flash memory. ‘

53

EACH INDIVIDUAL VIDEO FRAME I3
ENCRYPIED ’

VIDEQ FILE TRANSFER BY EITHER MEDIA
SWAP, WIRED ETHERNET OR INTERNAL
WIRELESS ETHERNET (ETHERNET TO BE -
GIGABIT) :

DVR BACKLIT FRONT PANEL BUTTONS FOR
MANUAL CONTROL: RECORN, STOP,
PLAY/PAUSE, FAST FORWARD, FAST
REVERSE, MARK AND TRACE

5.13

| FRONT PANEL LIGHTED INDICATORS:

POWER ON, RECORD AND PLAY

514

LOCKABLE STORAGE DEVICE DOOR

(DISABLES RECORD FUNCTION WHEN GPEN)

515

BVR POWERS ON AUTOMATICALLY WITHIN

30 SECONDS AFTER IGNITION SWITCHIS
TURNED ON .

516

DVR POWERS OFF AUTOMATICALLY WHEN
IGNITION SWITCH I8 TURNED OFF, UNLESS
IN RECORD OR DOWNLOAD MODES

County of Orange-
KFP §XZ0000142

Section I
Attachment A



MINTMUM DVR RECORD TRIGGERS:

6.01

LIGHTS

0.02

SIREN -

0,03

DRIVER'S DOOR

Can be wired to auxiliary
input but not recommended.|

0.04

CRASH SENSOR

0.03

SHOTGUN RACK

0.06

RADAR

607

REMOTE MICROPHONE

(.08

MAXIMUM SPEED THRESHOLD

009

AUXILIARY (PROGRAWABI.E)

SYSTEM IS CAPABLE OF INTERFACING WITH
MAJOR RADAR MANUFACTURERS' TRAFFIC
RADAR UNITS, PRESENT AND FUTURE
(UPGRADEABLE)

LR B

DVR ABLE TO TAG INCIDENTS AT ONE OF

FIVE DIFFERENT PRIORITY LEVELS
(DEFINED BY AGENCY ADMINISTRATOR,
DURING SETUP) -

51.10

RECORDING STOP ACCOMPLISHED ONLY BY
MANUALLY PRESSING THE 'STOPF BUTTON
ON THE DVR. CONTROL FANEL

County of Orange
RFP SXZ0000142

Section [
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P e
s PRESSING DVR'PLAY' BUTTON LISTS PRIOR
A RECORDINGS FOR USER SELECTION
EDITING AND/OR DELETING RECORDINGS " tg be E’grged
CANONLYBEDDNEBYAN : 'Qtada‘ ; rasldes On Servel
S1.12 ADMINISTRATOR AFTER THE RECORDING 1S indefinitely.
UPLOADED TO THE SYSTEM ‘
S 113 CAPABLE OF RECORDING AGENCY'S CHOICE
-1 OF THE FOLLOWING:
0.0 POSITION — LATTTUDE/LONGITUDE
0.02 SPEED
.03 HEADING
0.04 'OFFICER NAME
0.05 VEHIGLE NUMBER
006 . DATE/TIME
0.07 SIREN
0.08 EMERGENCY LIGHTS
a0y BRAKE
0.1 MICROPHONE #1'
g8
County of Orange Seetion 1T
AttachmemA
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W

0.1t MICROFHONE #2
.12 MICROPHONE #3
Crash sensor will Crigger
' Record. It cannot be dig-
9.1 .| CRASHMSENSOR pla od asz metadata becaust
it 1s a momentary triggeri
0.14 AUXILIARY #1
0,15 AUXILIARY #2
0.16 RECORD TRIGGER SOURCE
Vehicle spesd is measured
~ . by GPS and digplayed on
047 VEHICLE SPEED sstog screen and by metadata.
I8 VOLTAGE (AS MEASURED RNSIDE
T DVR} . .
040 ' TEMPERATURE (AS MEASURED AT
- DVE PROCESSOR) ‘
020 RADAR INFORMATION
- REMAINING RECORDING TIME
- AVAILABLE ON MEDIA

PROPRIETARY SOFTWARE TO IDENTIFY ANY

5114 FILE ALTERATION ATTEMPT
118 TIME DISPLAYED IN 24 HOUR FORMAT
- (HELMM
County of Orange Section [H
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51.16

DISPLAYS REMAINING RECORDING TIME
WHEN IN 'STOP' MODE

b

5.1.17

H
i

SOUNDS AUDIBLE BEEP AT THIRTY
MINUTES OR LESS RECORDING TIME,
REPEATED EVERY MINUTE

5118

DVR HOUSED IN STAINLESS STEEL OR
EXTRUDED ALUMINUM CASE

5.L19

MAXIMUM DVR SIZE BQUAL OR LESS THAN
79 x 6.26" % 2.5” (W x D x H) UNLESS TRUNK
MOUNTED

5.1.20

DVR OPERATES BETWEEN % AND 18 VO
WITH UNDER/OVER YOLTAGE PROTECTION

5121

DVR MAXIMUM CURRENT DRAW EQUAL OR
LESS THAN 1.5 AMPS AT 13.8VDC

5122

DVR MANUFACTURED IN I50-8000
CERTIFIED FACTORY

51.23

REMOVABLE DEVICE RUGGED (150G SHOCE,
15G VIBRATION, MTEF 1,000,000 BOURS OR.
30,000 CONNECTIONS AND 100,000 ‘
READ/WRITE CYCLES)

5124

DVR MEETS FCC PART 15 SPECIFICATIONS
AND IS FCC PART 15 TYPE-ACCEPTED

6.1

WIRED VIDEO TRANSFER - STANDARD LAN
CONNECTIVITY - EASILY ACCESSIBLE FROM
DRIVER’S SEAT

6.2

WIRELESS VIDEO TRANSFER ~ STANDARD
LAN CONNECTIVITY

6.3

WIRELESS TRANSFER IS FULLY AUTOMATIC
{TRANSFER, CONFIRM RECEIPT OF AND
CLEAR STORAGE MEDIA AS APPROPRIATE)

County of Orange
RFP SXZ0000142
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STATUS OF LAN CONNECTION, SPEED AND

64 ACTIVITY FOR WIRED AND WIRELESS

6 STORAGE MEDIA REMOVAL FOR UPLOAD

: VIA DOCKING STATION - ‘
STORAGE MEDIA REMOVAL/NSERTION

66 REQUIRES NO ADDITIONAL INPUT FROM

OFFICER

. SINGLE LICENSE COVERS SERVER AND ALL

" CONDITIONS

7 CLIENTS - NO MAXIMUM
- STANDARD LAN CONNECTIVITY —NO
SPECTAL CLIENT SOFTWARE LICENSING
3 ABLE TO SUPPORT HIERARCHICAL ACCESS
- PRIVILEGE ASSIGNMENT _
. SUPPORTS SPECIAY CLASS USER AS LIMITED
74 DISPLAY ONLY UNDER CONTROLLED

- 81

ALL VIDEO REMAINS ON AGENCY LAN

22 ALL ACTIVITY TRACKED ANI) LOGGED

83 USES RADD FOR ONLINE STORAGE -

14 "USES ARCHIVAL MEDIA SYSTEM FOR RAID

’ BACKLP
8.5 BACKUP PROCESS IS AUTOMATIC
|
. 11
County of Orange Section I
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8.6

USES SEPARATE ARCHIVAL MEDIA SYS'I'EM
FOR LONG-TERM STORAGE

8.7

ARCHIVAL PROCESS IS AUTGMATIC AFTER
ONLINE STORAGE PERIOD HAS EXPIRED

88

ARCHIVES ARE AUTOMATICALLY
CATALOGUED AND MARKED FOR
AUTOMATIC RETRIEVAL

8.9

ONLINE AND ARCHIVED FILES ARE
SEARCHABLE FOR RETRIEVAL

FILE INFORMATION REMAINS ON ONLINE
SERVER, EVEN AFTER FILES HAVE ROLLED
OFF THE ARCHIVE SERVER FOR
TRACTABILITY AND RETRIEVAL

ARCHIVED FILES ARE RETRIEVED AND
RELOADED AUTOMATICALLY

ARCHIVED FILES ARE REMOVED FROM
ARCHIVE SERVER AND ELECTRONICALLY
TAGGED FOR RETRIEVAL

ALL ACTIVITY TRACKED AND ‘CHAIN OF
CUSTODY' DOCUMENT AU’I‘OMA'ITCALLY
GENERATED ’

DE”FINABLE REVIEW PERIOD WHBRB FLLES
REMAIN ONLINE

. A‘[TI‘OMA'ED POSSIBLE EVIDENCE TAGGING

V1A PRIORITY DESIGNATION AT TIME OF

INCIDENT

| MANUAL TAGGING AVATLABLE AFTERFILE
HAS BEEN REVIEWED

AGENCY LOGO PROMINENTLY DISPLAYED
ON ALL INTERFACE WINDOWS

County of Orange
RFP SXZ0000142
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92

WER BASED INTERFACE THAT REQUIRES NO
SPECIAL TRAINING (ANY BROWSER
- CAPABLE)

9.3

SIMPLE KEY DATA FOR SEARCH:

001

OFFICER NAME

002

VEHICLE IDENTIFIER

0.03

DATETIME

(.04 -

PRIORITY LEVEL

005

0.06

(28 LOCATION

VIDED STATE .

AN

SIMPLE DISPLAY USING STANDARDIZED

| ICONS, RELEVANT TEXT AND THUMBNAIL

IMAGE OF VIDEC

AW

VIEWING USES STANDARDIZED VCRDVD
PLAYER CONTROL BUTTONS

213"

CAPABLE OF CAPTURING STILL PICTURES
FROM WITHIN A VIDEO FILE

SIMPLE'CLICK' FUNCTION TO MARK
POTENTIAL EVIDENCE FILES

8.1.5

SIMPLE CREATION OF CASE FOLDERS
CONTAINING SUCH AS THE FOLLOWING:

. A

County of Orange
REP §X70000142
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Attachment A



0.01 CASE#
0.02 CITATION #
0.03 sﬂspac:r‘s NAME
0:04 ' RACE
0.95 GENDER
516 égggi&;:nmmw NOTATION BOXES
0.01 DU
0.02 DOMESTIC
0.0% . ACCIDENT
0.04 MINOR’
0.08 HOMICIDE
0.1.8 FAberrATEs USE OF VIDEO FOR COURT
‘AND INVESTIGATIONS
14
County of Orange Section I
Attachment A
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10.1

ADMINISTRATOR HAS FULL ACCESS

10.2 ADMINISTRATOR :

0.0t ADD / DELETE USERS

00 _ ADD/REMOVE vméwsl

0.03 DEFINE CASE I;TOTATIONSV

0.04 ASSIGN mm

0.08 ASSIGN OPERATING RULES TOIN CAR

PRIORITY LEVELS
0.08 STNGLE PH\;sxéAL OUTPUT POINTFOR

SECURITY AND EVIDENCE CONTROL

N—
s

1.1

DIGITAL EVIDENCE MANAGEMENT
SOLUTION SUPPORTS :
UPLOADING/MANAGEMENT OF OTHER
TYPES OF DIGITAL MEDIA FELES

121

ALLOWS FOR OUTPUT REQUESTS

2.2

SUPPORTS EXPORTING IN NATIVE FORMAT,
AVL WMV OR OTHER DIGITAL MEDIA
FORMAT -

County of Orenge
RFP 8XZ0000142
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CAN BE TRANSFERRED TO DVD OR OTHER

12.3 RECORDABLE MEDIA _ X
124 FILES VIEWABLE BY STANDARD, OFF-THE-
: SHELF SOFTWARE AND/OR HARDWARE ¥

125 FILE VALIDITY CHECK, ON MEDIA ALONG X
i WITH CHAIN OF CUSTORY LOG

FPrice goes ot _incivd
installation of wireless
3.1 COMPLETE TURNEEY SYSTEM, EXCEPTING -X access pQ nts which can
: LAN AND LAN CONNECTED COMPUTERS : only be qzlote& atter a L.
1 ' ‘ : thorough survey of all facilities
USES INDUSTRY ACCEPTED
132 STANDARDS/COMPONENTS AND X
SUBSYSTEMS (NO PROPRIETARY
EQUIPMENT)
13.3 EXPANDABLE AS NEEDED X
134 REMOTELY ACCESSIBLE BY
: MANUFACTURER FOR SUPPORT X

14.1 1 YEAR MINIMUM, PARTS AND LABOR X

RESPCNSE TIME: WITHIN 4 HOURS OF .

142 BNITIAL CALL TG CUSTOMER SERVICE/ X
i ACCOUNT REPRESENTTIVE, 24 HOURS / DAY,

TDAYS A WEEK

FULL MANUFACTURER'S PARTS AND
14.3 SERVICE SUPPORT FOR A MINIMUM OF 10 X

PROVIDES COMPREHENSIVE TRAINING FOR X

151 INSTALLATION

16

County of Oratige | : ' ‘ Section Tl
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. PROVIDES COMPREHENSIVE TRAINING FOR
USERS

153

PROVIDES COMPREHENSIVE TRABNING FOR
SERVICEMAINTENANCE

154

PROVIDES COMPREHENSIVE
DOCUMENTATION (A8 BUILTS, DETAILED
SERVICE MANUALS, USER MANUALS)

15,5

PROVIDE ACCESS TO ALL NECESSARY -

.| SPARE/REPAIR PARTS FOR SUPPORT PERICD

{10 YEARS MINIMUM)

15.6

DETAILED SYSTEM, INSTALLATION AND
OTHER TECHNICAL SCHEMATICS IN
AUTOCAD FORMAT

County of Orange
RFP 8XZ0000142
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- COUNTY OF ORANGE ~ SHERIFFS DEPARTMENT
RFP NUMBER 8X200000142
1-3 COMMUNICATIONS ~ MOBILE-VISION, INC,

Detailed Scope of Work / Project Deliverables
Introduction
The Orange County Sheriff’s Department is accepting proposals to provide and install digital in-car
video systems (PVS) in its 200 law enforcement vehicles. Proposals must be for a turnkey system that
includes the in-vehicle system, thiee video download methods as specified herein, and a “backend”
system for managing and storing all video and related data for no less than one year. Proposals must
also include operator and technical training as specified herein.

System Description
The PVS shall consist of;

. Digitai video recorder

» Micro-processor based control system |

» Primary windshield mounted miniature color camera with articulating mount and zoom capability
+ Secondary rear {back seat) facing camera |

e Colér LCD monitor with audio and system controls

» Bi-directional digital spread spectrum wireless microphone sysiem

» Additional microphone mounted within the Jaw enforcément vehicle

Comply

The system shall be capable of providing a clear audio and video record of traffic stops, pursuits,
sobriety tests, prisoner transport, ete,
Comply

Video authentication shall be provided in a manner that will ensure any. attempts to alter the video are
detected. Specialized software designed to detect and reveal alterations to video files shall be supplied
a8 required, . ‘

Comply

The system shall be able to record video at 2 minimum resolution of 704 x 480 at a minimum 30 fps per

‘camera when activated,
Full D-1 Resolution which is 720 x 480 at 30 fps.

The system shall allow for viewing a front-end software application which is capable of a complete
system user interface on the existing mobile data computer’s screen. The interface shall be easily
manipulated via the in car computer touch screen if available or bya mouse. This interface shall be able
to be minimized at any time so as not to interfere with other computer applications and the interface
shall allow the user to switch between a day and night time viewer. This shall allow the user to easily
view the screen in the daytime while reducing the light af night so as not to become a potential target.
Comply. Interfacing with 2 Mobile Data Computer requires purchase of our Vehicle Viewer (MVD-FB-
V-V) at an additional charge of $225.00 per vehicle. Certain VPN applications, such as NetMotion may
hinder operation of the Vehicle View Laptop interface. :

.18 -



COUNTY OF ORANGE ~ SHERIFFS DEPARTMENT
. RFP NUMBER SXZ006000142
L-3 COMMUNICATIONS - MOBILE-VISION, INC.

The system shall provide indicators that show when the system is turned on, when the system is
recording, and how much recording space is left before data must be off-loaded from the primary
storage device. ‘

Comply

The main control, or Video and Audio processor, shall be small enough to be able to be convenientty
mounted in the front compartment or in the trunk depending on user preference, The main unit shall be
. sealed so as not to allow spifled material such as coffee, water, or the like to seep into the unit or cause
damage.
Comply

The system components shall be rugged and able to withstand heat, dust, moisture and vibration such as
may be encountered while installed in the trunk or passenger compartment of a police vehicle.

Comply ~ The Flashback-1I records to flash memory and has no moving parts. It can withstand extreme
shock, vibration and temperatares.

The system shall include sofiware that allows a department administrator to configure camera settings,
recording bit rate, power constraints and limits, system triggers and definable screen markers, as well as
a number of other functions as described in this RFP. Further, this software must be based on Open
Systems Architectore so as to accommodsate other backend systems that may or may not be
recommended by the vendor.

Camera settings are not configurable in field. We comply with the remaining requirements.

Software updates shall occur antomatically by push technology from the back-end server. It shall not be
acceptable to update software by changing IC’s (modules) or downloading software from anotber
computer.

Comply

The system shall have the ability to create bookmarks identifying a specific portion of video either
during or after the video has been recorded in the car. These bookmarks must include free text fields so
that the officer can add comments or jnformation to the bookmark, such as vehicle description, suspect
information, case information, file nomber or any other comments he or she deems relevant or as
dictated by depariment protocols.

The Flaghback-I1 has the ability to create bookmarks in the car, at the time a Vldeo is recorded or after
the file has been uploaded to the management server. Free text fields cannot be added in the car. Once
the video resides on. the server a “case” can be created and text added.

The system shall allow the officer to record live snapshots or record snapshots at any time of any
selected frame of video. That snapshot shall be capable of being stored as a JPEG or Bitmap file on a
designated location on the storage media of the video system. The snapshot function will provide a
designated user with the ability to 'enhance' the video snapshot without affecting the integrity of the
original video file,

Comply. Snapshots are available once v1deo has been uploaded to the Digital Evidence Pro server.

The system, via ‘the connection of a GPS system or via & connection to the vehlc}es speed sensor, shall
be capable of recording GPS data and the vehicle's speed as metadata while the video is being recorded.
Comply. The Flashback-II uses GPS to record vehicle speed. ‘

All cables, hardware and incidentals required for installation shall be supplied. .
Comply.

-19 -



COUNTY OF ORANGE - SHERIFFS DEPARTMENT
- RFP NUMBER SXZ00000142
1.3 COMMUNICATIONS —~ MOBILE-VISION, INC.

Primary C’amem
The camera shall be a color digital camera with analog video output.
Comply.

The camera shall have a minimum 1/3 CCD (charged couple device) image sensor with a minimum
effective area of 380,000 pixels. ‘ :
Comply.

The camera shall include TRUE built in infrared capability to 850 nm, and be rated with low-light light
sensitivity of 0.7 lux in the color mode and 0.04 Jux in the infrared/ black and white mode to allow
officers to record in almost total darkness or where there is very little ambient light.

The NiteWatch™ camera provided uses “frame stacking” to achieve a Jow light sensitivity of 0.03 lux.

The camera must include automatic switching between color and'mﬁaredfbiack and white. The camera
shall inchude the capability for manual switching by the officer.
Comply.

The camera shall incorporate Auto Focus,
Comply. ‘

The camera shall incorporate an Auto Iris that shall automatically adjust for varying light levels.

The camera shall include a motorized Telephoto Zoom Lens with a minimum optical zoom of 22X and

include a digital zoom capability of 10X that can be disabled by the operator. The lens shall be capable

of providing a minimurn 68 degree horizontal viewing angle (horizontal coverage of 27 fi. when the

camera is pointing to an object 20 ft away). . :

' The NiteWatch camera incorporates an Auto Iris and has an Optical Zoom of 12X and includes adigital
zoom of 12X, This provides a total of 144X zoom. :

The camera ghall have antomatic White Balance.
Comply. '

The camera shall have Automatic Zoom function that can either be activated at the camera or from a
touch screen computer if applicable. The primary function of the antomatic Zoom is to capture license
plates with the recording system.

‘The Automatic Zoom Function can be activated at the camera only.

The auto zoom shall be capable of being configured by software to set the degree of zoom, the time the
camera holds that zoom level, and when it returns to the default setting.

Comply. Auto Zoom is pre-set from the factor to 8x. Should the Orange County Sheriff’s Department
wish to alter this sefting, it can be done at the factory, prior {o shipment. '

The camera shall have a Manual Zoom function that can either be activated at the camera or from a
touch soreen computer if applicable. ‘ ‘ '
The Manual Zoom function can be activated at the camera only.

The camera shall have automatic Backlight Compensation.
Comply.
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The camera shall not be subject to burn i in, blooming, streaking, geometnc distortion: or affected by
magnetic fields and shall be highly resistant to shock and vibration.
Comply. ‘

The camera's dimensions shall not exceed 7" (L) x 3. S"(W) x3. 5“(H)
Comply

The camera shall operate in temperatures from 10’ Fto 175°F.
Compiy

The system shall mclude a video record indicating LED The LED . will be visible from the front of the
vehicle, to allow the officer to easily ascertain from outside the vehicle if the primary camera is bemg
recorded. :

The NiteWatch camera does not include a record indicting LED however, a record indicating LED wiil
be provided that can be mounted in the windshield or vehicle grill.

Secondary (Rear-Facing) Camera

The rear-facing camera shall meet same specifications and requirements as the primary camera with the
following exceptions: ‘

The rear facing camera shall be compact in size and nof detectable by the prisoner.
Comply.

The rear-facing camera shall have a fixed wide angle lens capable of recording the entire rear seat and
its occupants.
Comply.

Digital Camera Mounting/Bracket Specifications

The camera Mounting Bracket shall secureiy mount the camera in the front inside compartment of the
vehicle so as not to inhibit or prevent the occupant from safely operating the vehicle.

Comply.

The camera Mounting Bracket will allow the camera to swivel 180 degrees from forwé,rd, sideways in
either direction allowing the camera to capture 360 degrees of video without the use of tools.
Comply. :

The camera Mounting Bracket shall be such that the camera can also be tilted 90 degrees up and 90
degrees down by the officer.
Comply.

The camera Mounting Bracket shall be constructed of a material that is rugged and not subject io
distortion under extreme temperature conditions nor sustain damage through forces exerted through the
typical operation of a police vehicle.

Comply.

The Mounting Bracket shall be specifically designed for the digital camera that it supports to enable it
o be able to withstand vibration, including vibration due to camera’s mass in relationship to the
attachment points of the bracket.

Comply.

. -21-



COUNTY OF ORANGE ~ SHERIFFS DEPARTMENT
RFP NUMBER SXZ00000142 - .
L-3 COMMUNICATIONS ~ MOBILE-VISION, INC,

The Mounting Bracket shall be constructed in such a manner that it does not require the user to driil
extra holes in the vehicle to accomplish the mounting of this device.
Cornply.,

The mounting bracket must be designed to support the camera so that it is NOT in the airbag zone.
Comply. ‘ :

The Mounting Bracket shall be included in the camera kit and not sold 23 an accessory.
Comply. ' '

High Performance Audio Transmitter/Receiver Sj:stem

The system shall include a fixed in-car microphone and a wireless microphone system, to allow the
officer to record audio originating inside the vehicle, and to maintain audio recording during traffic
stops while outside the vehicle. Typical operating range (transmitter on officer to receiver in car) shall
be 1000 feet (305 m). . : ' ‘

Comply. : "

The wireless microphone system shall allow a minitmum of 20 transmitter/receiver pairs in close
proximity at a scene without interfering with one another. System needs t0 be capable of ensiring that
no two transmitters use the same code. :

Comply.. ‘ ;

The system shall provide an in-vehicle docking station for the wireless microphone transmitfer. This
. station shall include the system’s receiver and shall be capable of recharging the transmitter’s battery.
Comply. : : : ‘ .

Both the transmitter and docking station shall have the ability of sending simuitaneous audio and data
streams. The data stream shall be used to send status information between the transmitter and the
docking station. -

Comply.

The transmitter shall programy/sync its unique code into the docking station whenever it is placed in the
docking station. Once programmed, the receiver shall only communicate with that transmitter. Any
transmitter shall be capable of programming and use with any docking station.

Comply. co '

The transmitter shall include a rechargeable battery. This battery shall provide 12 hours of ON time,
and 40 hours of service in the standby mode. :
Comply. '

The docking station shali have the ability to automatically activate the officer-worn audio transmitter
whenever the video system receives a record command from the light bar, siren or record switch.
Comply. ‘ -

The wireless transmitter microphone shall have the ability to start the recorder from outside the vehicle.
Comply. ‘
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The transmitier shail include a detachable microphone cord with clip to allow the microphone o be
placed anywhere on the officér’s uniform. A windscreen shall be provided with the microphone to
reduce wind noise. ' : :

Comply.

The transmitter shafl also include a built-in microphone as an alternative to its corded microphone or as
' a back-up should the microphone cord become damaged.
Comply.

The transmitter’s antenna shall be built info the case. No external antenna shall be acceptable.
Comply.

A hard-wired in-car microphone shall be available to record conversations inside the patrol vehicle
~ simultaneously with conversations recorded via the wireless microphone. The in-car microphone shall

mount inside the passenger compartment, and be controlled by a switch integrated with the video
system. The in-car microphone shall automatically be activated when the rear-facing camera is
activated. The in-car microphone shall be compact in size and ot detectable by the prisoner.. '
Comply. : : ‘ '

When the in-car microphone is switched on, the monitor's speaker shall automatically be turned

off. This shall prevent feedback and insure that recorded conversations will not be heard over the
monitor's speaker. ’

We do not comply. Officers are trained to always keep the volume turned down, except when playing
back recordings, to prevent subjects in custody from eavesdropping on conversations.

The in-car microphone shall not affect use of the officer's wireless microphone. Each audio source shall
be recorded simultaneously onto separate audio tracks.
Comply.

Tt shall not be acceptable to sum the two audio sources (in-car and wireless) onto one audio track; nor
shall it be acceptable to turn the wireless microphone’s audio off when the in-car microphone is furned
OLL

Comply.

Digital Video Recorder - DVR

The system shall incorporate pre-event recording that is user configurable from 0 to 180 seconds.
Pre-event recording is configurable up to 60 seconds. :

The DVR shall utilize a codec that has been optimized for law enforcement applications. The codec
shall allow for simultaneous recording of two video chamnels and three audio channels as well as
multiple sources of metadata. '
Coroply.

. The DVR shall include an internal GPS receiver to provide vehicle position, course and speed
information. The GPS receiver shall also be used to set the internal DVR clock to the proper time and
date so that all vehicles display and record proper time.

Comply.

-23-



COUNTY OF ORANGE ~ SHERIFFS DEPARTMENT
RFF NUMBER SXZ00000142-
1.-3 COMMUNICATIONS —~ MOBILE-VISION, INC,

'Digiiai video files shall be transferred from the DVR by all of the following methods: '
a. Removal of the hard drive/storage media

Comply.

b. Through a hardwired Ethernet connection to the DVR’s
Comply.

¢. Automatically via the DVR’s internal 802.11 wireless LAN
Comply. fo

The front panel of the DVR shall have backlit controls for: RECORD, STOP, PLAY/PAUSE, FAST
FORWARD, FAST REVERSE and TRACE. o '
Comply. '

The front panel of the DVR shall have lighted indicators for: POWER ON,; RECORD and PLAY.,
Comply. . .

A Tockable door shall be provided on the front panel of the DVR to secure the removable hard drive.
The DVR RECORD function shall be disabled whenever this door is open. o
Comply. : ;

The DVR to be able to record within thirty seconds after the vehicle’s ignition is switched on.
Comply. ‘

The DVR shall automatically power down after the vehicle’s ignition is turned off, provided the DVR is
not in RECORD 2nd is not in the process of downloading files via its built-in 802.11 wireless link or
through a hardwired Ethernet connection. .

Comply.

Manual activation of the DVR. into the RECORD mode shall be by means of a backlit push button on
the face of the DVR. ‘ ‘
. Coraply.

* Automatic activation of the DVR into the RECORD mode shall be provided by anry combination of the
following user programmable methods: ‘

Activation of the vehicle’s emergency lights

Comply

Activation of the vehicle’s siren

Comply.

Activation of any auxiliary input

Comply. . -

Activation of air bag, seat belt or collision sensors to detect impacts from all four sides of the vehicle
Comply. Optional Collision Sensor (MVD-CRASH-BATT) will be provided. This unit includes a
backup battery that will allow the DVR to record for up to 15 minutes should the vehicles electrical
system be disabled in a server collision. ‘

Activation of rack mounted shotgun or other rifle lock sensor
Comply — requires that gun release has an electrical activator.

Activation of wireless microphones
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Comply.

Exceeding a predetermined GPS speed threshold
Comply.

Opening of driver’s door

We do not comply. Activation when the driver’s door is opened would cause numerous unnecessary
recordings. It would also mean that the RECORD mode would activate when an officer was leaving the
vehicle at the end of shift, This would prevent the automatic wireless upload of files and leave the DVR
in the RECORD mode until its storage was at full capacity.

The DVR shall provide a means to tag an incident at the time it is recorded with 2 priority designation.
There shall be five priority levels available and they shall be able to be-defined/assigned by the agency
upon system set-up. ' o
Comply.

Activation of the DVR’s STOP mode shall be accomplished only by pressing the backlit STOP button
on the face of the DVR. , . ‘
Comply.

When the DVR’s backlit PLAY button is pressed a list of all prior recordings shall appear an the LCD
monitor screen. The user may select any recording to view using function keys on the face of the DVR.
Comply. '

It shall be impossible to edit or delete recordings from within the vehicle. Proprietary sofiware must
identify any attempt to alter the file,
Comply.

The DVR shall be capable of recording the agency’s choice of the following as metadata and/or on

screen display: ' C ‘ :
s Position ~ longitude and latitnde

Speed ‘ :

Heading

Officer Name

Vehicle Numbey

Date/Time

Siren

Lights

Brake

Mic 1, Mic 2, Mic 3

Vehicle Impact Sensor (option)

Auxiliary 1

Auxiliary 2

RECORD trigger source

Véhicle Speed Sensor (VSS)

Voltage, measured in DVR ‘

Temperature, measured at the DVR processing IC

Auxiliary interface (RADAR)

Recording time remaining/storage available

4 & & O & ® & & & & & & 5 9 & & s B
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Comply to all except beading.

The system shall be capable of interfacing with traffic radar units. Target and vehicle speeds shall be
capable of being displayed on the in-car computer monitor and recorded on the digital media as meta
data while the video is being recorded.

Comply.

When in the STOP mode, the system’s LCD monifor shall display the remaining storage capacity in
bytes. When in the RECORD mode, the system’s LCD monitor shall display the remaining storage
capacity in a 24-hour (HH:MM) format. An audible beep shall warn the operator once each minute
when there is thirty minutes, or less, record time remaining. : '
Comply. ‘

The DVR shall be housed in an extruded aluminum or stainless steel case and utilize die cast front and
rear panels for maximum strength and to provide full RFVEMI shielding and immunity.
Comply. R

The DVR shall not exceed 77X6.257X2.5” (W x D x H), unless it will be trunk-mounted.
Comply. - .

The DVR shall operate on 9 VDC to 18 VDC. Maximum current shall not exceed 1.5 amperes at a
nominal 13.8 VDC. .
Comply.

The DVR shall be manufactured in a factor that is ISO-9001 certified.
Comply.

The DVR shall be FCC Part 15 accepted.
Comply.

Recorded files shall be stored on removable device that is housed in a die cast aluminum case that is
rugged enough to withstand heat, dust, moisture and vibration (anti-shock up to 150G & anti-vibration
up to 15G) with a mean time between failure allowing the device to be inserted and removed from its
internal connection bay 30,000 times and re-recorded upto 100,000 times. '

Comply — files are stored on a 16GB compact flash card. Storage can be expanded to 32 GB.

DIGITAL EVIDENCE MANAGEMENT SOLUTION SPECIFICATIONS

System Description

“26 -



COUNTY OF ORANGE — SHERIFFS DEPARTMENT
) RFP NUMBER S$XZ00000142 :
L-3 COMMUNICATIONS ~ MOBILE-VISION, INC.

The digital evidence management solution shall consist of

Video transfer system

Comply

Management

Comply

Storage server
Comply

Distribution server

Comply

Backup storage

Comply

Qutput system

Comply

It shall be capable of automatically or manunally downloading video from the mobile systems and
managing access and distribution through the agency’s LAN.

Comply

The digital evidence management solution shall be capable of automatically receiving all data
from the vehicle (including video, meétadata and incident priority designations) and shall transfer
the data rapidly utilizing layered industry standard secure transfer methods.

Comply

Using digital evidence management application software, the system shall be capable of
organizing and managing files based on evidence state and priority and managing their lifecycle
accordingly. All user inferactions shall require no special skills to use. The application sofiware
shall facilitate video utilization through simple key data search, evidence tagging of video, case
file creation, distribution, outputting of videos, etc. The application software shall also manage
cataloging and migration of files to-from RATD/TAPE in order to facilitate the instant access with
long-term storage and security.

Corply

The digital evidence management solution shall maintain video evidence integrity and security in
all operations. Video evidence shall be secure and stored redundantly using dual media
~ architecture. Original video files shall be unchallengeable and maintained securely. The system

shall track video throughout its lifetime. All activity shall be Jogged {viewing, outputting,
commenting, etc.) and the system shall output a simple Chain of Custody report documenting the
file’s history. ' ‘ ' :
Comply -

Video Downloading and Uploading

Each mobile unit shall have the capability to download video and data via wireless, removable

i
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hard drive or hardwire Ethernet connection, ' :

Comply — because our wireless solution is exceptionally effective, downloading via a hardwire
Ethernet connection will never be required. Therefore our proposal does not include an Ethernet
jack near the driver’s control console. However, an Ethernet jack can be provided as an option for
an additional cost. '

The digital evidence management solution shall transfer all the requisite data including video,
metadata and incident priority designations.
Comply '

The wireless transfer of the data shall be automatic and shall not require manual intervention.
This data shall incinde all video, all audio channels and all metadata recorded on the storage
media. The transfer shall commence as the car enters a designated access zone (hot spot) and
automatically transfers, confirms receipt of, and clears the DVR’s memory appropriately.
Wireless coverage should encompass the entire parking lot. ‘

Comply

There will be 6 locations where backend sexrvers will reside and downloaded data will be stored:

« North Patrol, Santa Ana

» South Patrol, Aliso Viejo

= West Patrol, Stanton -

» San Clemente Substation, San Clemente

» John Wayne Airport, Irvine

« OCTA, Garden Grove

Comply. Our proposal includes the wireless access poiats and antennas for each of these
locations, Because access to these Jocations was not permitited prior to the submission of this
. response, and a careful survey is required to determine the location of access points and the costs
associated with installing them at these locations, our proposal does not include the cost of

installation - time and materials - to install the wireless components. Parking configurations
could also necessitate the need for additional wireless access points at some facilities.

The removable hard drive shall be of sufficient capacity to retain at least 24 hours of video/data at the
video resolution specified herein. The removal and reinsertion of the bard drives shall not require any
additional input from the user. Hardware and software shall be capable of making the necessary changes

to have the system ready for the deputy to use.
Comply '

The wired Ethernet connection shall be easily accessible from the driver’s seat. LED indicators on the
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RJ45 jack need to clearly indicate proper connection witf; the server.

Optional - because our wireless solution is so effective downloading via a hardwire Ethernet connection
will never be required. Therefore our proposal does not include an Ethernet jack near the driver’s control
console. However, an Fthernet jack can be provided as an option for an additional cost.

System Access

The digital evidence management solution shall utilize standard LAN-connected agency PCs as clients
and shall not require any special client software licensing.

Comply :

The digital evidence management solution shall support hierarchical access privileges that are definable
by the agency. :
Comply

The digital evidence management solution shall support the creation of special classes of users that are
intended to function as display-only {cither video or case) accounts for simple, secure, controlled and
limited viewing by non-standard users. These shall be intended for prosecutors and court usage.

Comply

The digital evidence management solution shall support the ability for remote prosecutor/court access,
provided sufficient bandwidth and 2 common LAN is utilized.

Comply

System Video Storage Management

The digitel evidence management solution shall utilize a dual-tiered architecture that shall insure that ail
user interactions are throngh the agency LAN so that no video can be compromised or lost.

Comply '

ATl activity shall be tracked and logged. A Chain of Custody document containing the agency fogo and an
easy-to-follow categorized history of activity shall be automatically generated. '

Comply '

The digital evidence management solution architecture shall utilize both RAID 6 on-line storage (for
instant access) and secondary media for redundancy, security, long-term archiving and disaster recovery.

Comply

The archiving backup process shall be automatic. Disk/tape writing and labeling/cataloging shall-occur
without manual intervention. The system shall require only the periodic loading.

Comply
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The digital evidence management solution shall avtomatically back up utilizing the same process thus
eliminating the need for periodic administrator tape backups.

Comply

The digital evidence management solution shall support a.definable review period (defined by the
administrator) wherein all video shall be maintained on-line and available for potential evidence
review. During this period, the system shall allow for the tagging of video as potential video evidence
through a simple post-collection web search/retrieval interface. - : '

Comply

The digital evidence management solution shall also support the automated tagging of potential
evidence at the time the incident is recorded, throngh the processing of a priority designation,
assigned in the vehicle at the time of the incident. This automated incident management shall support
five priority levels, each with definable assignments and processing rules.

Comply

All video files shall be searchable and trackable even if not designated as evidence and/or has not
rolled from the RAID system. The metadata shall remain on the server after the video has rolled off,
providing an easily searchable database of the archived files and facilitating their restoration and
utilization. ' :

Comply

All archived video shall be capable of being réloaded back into the system through a simple
automated process. The system shall automatically identify the appropriate archived media and shall
notify the administrator for video restoration.

Comply

User Interactions & Capabilities

The digital evidence management solution user inferface shall prominently display the agency’s
identification logo.

Comply

All user interactions shall be through & simple web-based interface and shall utilize the agency’s LAN
connected PCs. The application shall require no special skills other than basic web-like navigation.

Comply

The digi'tal evidence management solution shall provide simple key data based search capabilities for
easy location of video files. Data shall include: deputy’s name, vehicle identifier, date/time, priority
level, GPS location and PVS status. :

Comply

The digital evidence management solution sﬁall allow for the simple display of search results and
shall include standardized icons, relevant text and a thumbnail image from the video. For easy data
access, the results shall be sorted on any designated data columm. ' '

Comply
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The d1g1ta1 ewdence management solution shall display the video metadata and shall aliow for the
simple viewing of v1den utilizing VCR-like controls though the web interface.

Comply

The digital evidence management solution shall be capable of capturing digital stills from within a
video file. :

Comply

The digital evidence management solution shall utilize a simple click designation to tag videos as
having potential evidence value. Such tagging shall extend the on—ime lifetime of the video. -

Comply

The digital evidence manageruent solution shall be capable of the simple creation of virtual case

folders. These case folders shal! contain extended case related, key data fields such as: case #, citation

- #, suspect’s pame, race, gender, etc. Agency definable notation boxes for standard case znf{mnatzon
'suchas DUI, domestic, accident, minor, etc. may also be added.

Comply

The digital evidence management solution shall provide simple key data-based search capabmties for
easy location of case files. This data shall include extended case key data such as: case #, citation #,
officer’s name, suspect’s name, date/time, etc.

Comply

The digital evidence management soiutzon shall facilitate the use of video for investigations and court.

- The system shall be capable of simply adding multiple video files to the case folder as well as digital
stills, digital documents, and any other digital files. This case folder shall be tracked as a complete
unit and controlled and outputted as such,

Comp}y

Admmzstmtor Interactwns & Capabilities

The d;gltal evidence management solution’s admlmstratlve interface shall prominently dmpiay the
agency’s identification logo.

Comply

The digital evidence management solution administrator shall have full user capabilities to search and
utitize video files.

Comiply

The d;gﬁai evidence management solution administrator shall have the abzhty to set up users as well
as assign and remove access privileges and capabilities.
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Comply

The adminisirator shall have the ability to add and remove vehicles to the system.
Comply

The administrator shall have the ability to define the case notations that appear when a user creates a |
case file.

Comply

The digital evidence management solution administrator shall have the ability to assign identifiers and
operating mles to the in-car designated incident classification priority 1evels

Comply

The digital evidence management solution administrator shall be designated as the single physical
.output point {for secunty and evzdence comtrol).

Comply

The digital evidence management solution shall manage the administrator’s operational duties such as
output to DVD/tape and video restoration from archive so as to facilitate and simplify the
administrator duties. This shall include the automatic labeling of DVDs for output and the
identification of archived DVD/tape number for restoration.

Comply

Other Media Management

The digital evidence management solution shall support the uploading and management of other
digital media files including: digital stills from digital cameras, digital documents, graphics, digital
audio recordings, «tc.

Comply

File Ouiput

The digital evidence management solution shall allow for output requests to be processed through
LAN comnected PCs. However; the physical output shall be capable of being constrained to a
single station for security and evidence control.

Comply

“The digital evidence management solution shall support the exporting of an event in the native
format or as a converted AVI or WMV file format. Exported files can then be transferred to
DVDs or other media for records exchange. The labeling of the DVD shall be automatic and
contain all relevant identifying numbers. These files shall be viewable ‘oy off-the-shelf
commercially available sofiware. :

Comply

The evidence DVDs shall include all necessary elements to perform an evidence validity check
on the disk. DVDs may also contain other relevant digital files and the Chain of Custody
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document,
Comply

Hayrdware Architecture

Except for the LAN connected PCs and the LAN network itself, the digital evidence management
solution shall be provided as a complete tumkey solution containing all necessary components to
download, manage, store and distribute the video for the agency.

Comply (Note, this proposal does not include the instaliation of wireless access peints and
associated network cable. However, access points and antennas are included.)

The digital evidence mandgement solution shall use industry accepted and supportable
components and subsystems. :

Comply

The digital evidence management solution shall be expandable
Comply :

The d1g1tal evidence management solution shall be capable of being remotely accessed and
supported by the manufacturer’s personnel.

Comply

Warranty

- All system components will be covered by a manufacture’s warranty for no less than one year.
Warranty will include all parts and labor. Response fo calls for warranty service must be made w1t§m1
twenty four (24) hours. Mapufacturer shall provide support for parts and service for 10 years.

Coruply :

» Flashback-Il In-car system has a one-year parts and labor factory warranty. L-3 Mobile-
Vision will pay shipping in both directions to our nearest factory service center. On site or
local service may be available for an additional charge.

» Dell components have a one-year, next day, onsite warranty. Other backend components
carry a one-year factory warranty by their respective manufacturers.

» The Digital Evidence Pro software application has a one-year warranty that includes remote
troubleshooting and maintenance (requires server access via a high speed connection).

In all cases L-3 Mobile-Vision will endeavor to restore operation as expeditiously as possible.

Training and Documentation of Technical Repair/Maintenance

The Orange County Sheriff’s Communications will provide maintenance and repair service during and
after the warranty period expires. To this end the successful Bidder shall provide comprehenswe
training to Sheriff Personnel in the following areas:

Installation process and basic troubleshootmg of system
Comply
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Operation and use of the system
Comply

Repair and maintenance to include detailed service manuals and access to all necessary repair parts
Comply

The successful bidder will provide detailed documentation with screenshots of all applicable areas,
including installation and maintepance of all hardware and software, proper use. of equipment,
administration of back end server with associated peripherals.

Comply

Detailed system dlagrams and other technical schematics shall be provided in AutoCAD format
Comply

Evaluation Unit and Demonstration
Prior to award, bidders may be required to furnish a complete sample unit (Front end PVS and back end
server) for evaluation and testing within two weeks. The sample unit must be of the exact configuration

proposed by bidder. The sample units will be retumed upon the completion of the evaluation.
Comply
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2. Proposal Cost/Compensation

ATTACHMENT B
COST/ICOMPENSATION FOR
CONTRACTOR SERVICES

PAYMENT: The total Contract amount for the first three years shall not exceed: $ 1,808,832.00.
Please see pages that follow for a comprehensive break down of costs.

Year One Potential Costs

Flashback-1l Digital In-car PVS for 235 vehicles incl udzng Perpetuat $ 1,204,375
Software Licenses ‘
Digital Evidence Pro Backend Management Systems for all locations . - § 301,447

including Wireless Access Points and Antennas, Server, Storage,
Archiving and Perpetua! Software Licenses

Software/Hardware Configuration and integration with other County $ 18,500
Systems (LAN at each |ocation).
Installation of Flashback-1l Digital PVS ' $ 81,075

Year Two Costs — see attached Recurring EMA Cost worksheet

Extended Maintenance Agreement — all hardware/software $ 98,280

Year Three Costs — see aittached Recurring EMA Cost worksheet

Extended Maintenance Agreement — all hardware/software - % 104,155

Year Four Costs — see attached Recurring EMA Cost worksheet.

Extended Maintenance Agreement — all hardware/software ' $ 126,488

Year Five Costs — see attached Recurring EMA Cost worksheet

Extended Maintenance Agreement — all hardware/software _ % 126,488
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Mobile-Vision, Ine.

In-Car Components

TOTAL

cary o e . ‘DESCRIPTION : ‘ 217 | UNITPRICE | - AMOUNT -
235 | [MVD-FBDVS L-3 Mobﬂe—%s;on T Car Digliai Video Remrdmg (DVR) solutloﬂ wzth: $ 449500 | $ 1,056,325.00
. FlashBack™ +Nite-Watch™ Color cameta with a.12X Opfical — 144X Digitat zoom ' | )
Digitat Video « Standalons Active Matrix Color 3.8" LCD Monifor
Recorder (DVR) * ViolgeLink Plus™ 900MHz DES Wirsless Microphone
. * Qverwrite Protection feature
* Wirgless 802.11{g) LAN Card and Antenna
+ 18GB Flash Memory Card ’
+ 3PS Receiver and Antenna
+ All mounts, eables and hardware
+ 1-Yeoar Factory Parts and Labor Warranty
235 ' |MVDJR-CAM Backseat [R Camera 3 185001 % 43,475.00
- Allows for video recording in the backseat of a pairol vehicle in low light .
conditions. includes Infrared Hiumination LED's and functions in both black |
235 |MVD-CRASH-BAT Collision Sensor (Triggers DVR for recotdang when involved i crash) $ 15000 1§  35,250.00
235 |MVD—-F B-V-V Laptop Interface Module $ 225001 8% 52.875.00
2435 IMVD-FB-GRL—LT Flashbaek In-Car Grill Light provides exdemal confirmation of recerdmg $ 45001 % 10,575.00
enabled®.
SUBTOTAL {$ 1,198,500.00
SALES TAX (as required) _ "NA
Shipping win the continental USA via UPS Ground | § 5,875.00

$ 1,204,375.00




3 communications

Maobile-Viston, inc.

North Patrol - Server/infrastructure

aw FRSET

lD[-‘.SCRIPTH}!\I

| UNITPRICE .|

- AMOUNT - -

i.v-3 Mobnle«\nsion Dlgltal Ewdence Pro

L-3 Mobiie-Vision's Digital Evidence Pro Solutian features Network zccess and viewing of evidence video, It provides the depariment with a cenfralized,
secure cost effective method of storing and managing vitleo files, Feafuring search capabliifiés via various "Key Data” including: officer narne, vehicle, date,
time, ete. Case file ereation “Rich Media® support (digital photo's, digital audio, documents, etc.) extended case "Key Data” search. Secure chain of clsstody
with user profiles and access rights. Provides fast search, retrieval and copy capabifities. Aliows for playback of videos with “VGR like” on-screen confrols and
gasy exporting of video to poriabie media. Fully supports wireless download from the Flashback™ recorder via 802.11 {a/g) standard,

MVD-DEF2700-
3XRD1616-750

DVM Server, Storage & Distribufion System

Dell Sarver: Duat 3GHZ, 2 GBRAM, 2 x 73 GBRAID 1
-3 Moblle-Vigion Digital Evidence Pro Software
Redhat Linux Op Syst/ Postgresql Database

" DVD-Rom, Floppy, Monitor, Keyboard, Mouse

Power Cannest Switch 10/100/1006

DASS: U320 SCS, 3 x 16 x 750GB HOD SATARAID 6
Hot Swappable Drives and Power Supply

$ 536983.00

53,693.00

MVD-B675-A-

ASSY

Wireless Access Point wibbxternal Mounted Antenna
802, 1Ha) Wireless Access point
Antenna and Cabling

$ 795.00

7,455.00

MVD-DVD/BY

VM Backup/Archiving Siation

Controller - Delf PC

Prirera Bravo 1 DVD writer /printer w/28 DVD capacity
Windows XP Op. System/DVD+RIRW

L-3 Mebite-Vision DVD Archiving Software

100 pack: white prinfable DVD-R media

$ 2,084 00

2,984.00

MVD-124T-L.TO3-
2

Tape Backup/Archiving Stafion .

PowerVault 1287 {(or equivalent) with 2 x 8 Bay Casselies
Archiving and Gontrol Seftware Application

2 X LTO-3 Tapes

$ 12,376.00

12,376.00

MVD-UPS1500

% 865.00

865.00

UPS 1500 VA {OPTIONAL}

SUBTOTAL

SALES TAX (as required)
Shipping w/n the continental USA via UPS Ground

TOTAL

77,073.00

NA,

75.00

77,148.00




‘ communications
" Mohile-Vision, Ing.

South Patrol - Server/infrastructure

l)ESCRIPTION

- UNITPRICE. | - AMOUNT : -

-3 MoblleN‘s:on Dlgltal Ewdence Pro
L-3 Mohlle-Vision's Digital Evidence Pro Solution features Network access and viewing of evidence videe. It provides the deparinent with a cendrallzed,

secure cost effective method of storing and managing video files. Featuring search-capabilities via various “Key Data” including: officer name, vehicle, date,
tima, ate, Case file creation-"Rich Media" support (digital photo's, digited audio, documents, elc.) extended case "Key Data” search. Secure chain of custiody
with user profiles and access rights. Provides fast search, retrieval and copy capabilities. Allows for playback of videos with "VGR Bke” en-screen confrols andg
easy exporting of video to portable media. Fully supports wireiess download from the Fiashback™ recorder via 802.11 {afg) standard,

1 MVD-DEP2700-  DVM Server, Storage & Disfribution System $ BE3603001[8% §53,693.00
4XRD1616-750 Dell Server: Dual 3GHZ, 2 GB RAM, 2x 73 GB RAID 1
1.-3 Mobile-Vision Digital Evidence Pro Software
Redhat Linux Op Syst / Postgresql Database
DVD-Rom, Fioppy, Monltor, Kevboard, Mouse
Power Connect Switch 10/100/1000

DASS: 320 SCSI,‘a x 16 x 75008 HDD SATARAID &
Hot Swappable Drives dnd Power Supply

9 MVD-BE75-A- Wireless Access Point wibxternal Mounted Antenna $ 795.00 1§ 7,155.00
ASSY ’ 802.11(a} Wiraless Access point
' ‘ Antenna and Cabling - .
1 IMvD-DVDIBU BVikA Backup/Archiving Station $ 2984008 °  2984.00

Cortroller - Defl PC

Primera Bravo I} DVD writer fprinter wi25 DVD capacity
Windows XP Op System/DVD+R/IRW

L-3 Mobile-Vision DVD Archiving Suftware

160 pack: white printable DVD-R media

1 |MVD-1247-LTO3- Taps Backup/Archiving Station $ 1237600 %  12,376.00
2 PowerVauit 1287 (or equivalent) with 2 x B Bay Casseltes
‘ Archiving and Controt Software Application
2 X LTO-3 Tapes

1 [MVD-UPS1500 _ UPS 1500 VA (OPTIONAL) ' j § 865008 365.00
' _ SUBTOTAL | $ 77,073.00

SALES TAX (as required) NA

Shlppmg win the continental USA via UPS Ground | $ 75.00

TOTAL | $ 77,148.00




‘ commumcat;ons
Mabile-Vision, Inc.

West Patrol - Server/infrastructure

UNITPRICE : [ */ AMOUNT ;.

DESCRIPTION

s e

' L3 Mobile-Viston Digital Evidence Pro
L-3 Mobile-Vision's Digital Evidence Pro Solution features Network access and viewing of evidence video, it provides the deperiment with a cenfralized,
secure cost effective method of storing and managing video files, Featuring search capabilities via various “Key Data” including: offiver name, vehicle, date,
time, etc. Case file creation *Rich Media® support (digital photo's, digite} audio, documents, sfc.) extended case "Key Data search. Secure chain of custedy
with user profiles and access rights. Provides fast search, refrieval and copy capabilifies. Allows for playback of videos with "VCR like” en-screen controls and
sasy exporting of video to portable media. Fully supports wireless download from the Flashback™ recorder via 802.11 {alg) standard.

F

9 MVD-DEP2730 DVM Server, Siorage & Distribution System $ 3300500 % 33,995.00
Dell Server; Dual 3GHZ, 2 GB RAM, 2 x73 GB RAID 1 '
L-3 Mobile-Vision Digital Evidence Pro Software
Redhat Linux Op Syst / Postgresq! Database
DVD-Rom, Floppy, Morltar, Keyboard, Mouse

Power Connact Switch 10/100/1000

DASS: U320 SCS), 2 x 16 x S00GB HDD SATA RAID &
. Hot-Bwanpehle Drives and Power Supply ™

8 NMVD-8675-A- Wirsless Acoess Folt wiExiernal Mounted Anterna 8 79500 | § 6,360.00

ASSY 802.11(a) Wireless Access point
- Antenna and Cabling
1 MVD-DVD/BU DVM Backup/Archiving Station - o 298400 1% 2,984.00

Controlier - Delj PC

Primera Bravo 1| DVD wiiter /printer wi28 DVD capacaty
Windows XP Op Sysiem/DVD+R/RW )
£ -3 Mobile-Vision DVD Archiving Softwere

100 pack; white printable DVD-R media -

1~ |MVD-UPS1500  UPS 1500 VA {OPTIONAL) ‘ $ 865.00 | § "865.00
SUBTOTAL |$  44,204.00

SALES TAX (as required) NA

Shipping win the continental USA via UPS Ground | § 50.00

TOTAL | $ 44,254.00



‘ B communications
A ' . Mobite-Vision, Inc.

San Clemente - Server/lnfrastructum

STy DESCRIPTION UNIEPRICE - | AMOUNT .

13 Mobile-Vision Digital Evidence Pro

L-3 Mabife-Vision’s Digital Evidence Pro Solution features Network access and viewing of evidence video, it provides the department with a centralized,
secure cost effeciive method of stering and managing video files. Feafuring search capatilities via varlous “Key Data” intluding: officer name, vehicle, date,
time, etc. Case file creation “Rich Media® support {digital photo's, digital audio, documents, elc.) extended case "Key Data” search. Secure chain of clstody
with user profiles and access rights. Provides fast search, retrieval and copy capabifities. Allows for playback of videos with “VER like” on-screen controls and]
easy exporting of video o portable media, Fully supporis wireless download from the Flashback™ recorder via 802.11 (a/g) standard.

4 MVD-DEP2Z730 DVI Server, Storage & Distribution System $ 3300500 1§ 33,995.00
Del Barver, Dual 3GHZ, 2 GB RAM, 2 x 73 GB RAID 1 ' :
1.-3 Mobile-Vision Digital Evidence Pro Software -
Redhat Linux Op Syst / Postgresql Database
DVD-Ror, Floppy, Monitor, Keybosrd, Mouse

Power Connect Switch 10/100/1000

DASS: 1320 SCSI, 2 x 16 x 7T50GB HDD SATA RAID 6
Hot Swappablé Drives and Power Supply

G MVD-B675-A-  Wireless Access Point wiBxernal Mounted Antenna % 785.00 .$ 7,155.00
ASSY 802.11{a) Wireless Access paint
‘ Antenna and Cabling .
1 NVD-DVD/BU DV Backip/Archiving Station 3 2,084,001 $ 2,084.00 |

Conéroller - Deli PC

Primara Bravo il DVD writer /printer w/25 DVD capacity
Windows XP Op System/DVD+R/RW

L-3 Mobile-Vision DVD Archiving Software

100 pack: white printable DVD-R media

1 [MVD-UPS1500  UPS 1500 VA (OB TIONAL) 1% 86500 | $ 865.00
' SUBTOTAL | § 44,999.60
SALES TAX (as required) | . NA

Shipping win the continental USA viaUPS Ground | $ - 50.00

TOTAL t § 45,049.00




‘ communications

Mobile-Vision, Inc.

JWA « Server/infrasfructure

CRIFTIO = [ AvoNT

L-3 Mobile-Vision Digital Evidence Pro ,
L-3 Mcbile-Vislon's Digifal Evidence Pro Solution features Network access and viewing of evidence video. It provides the department with a centralizeg,

secure cost effective method of staring and managing vidso files. Fealuring search capab¥ities via varlous “Key Data” including: officer name, vehicle, date,
time, etc. Case file creation "Rich Media" sugport {digital photo's, digital audio, documents, etc.) extended case "Key Data” search. Secure chain of custody
with user profiles and access rights, Provides fast search, retrieval and copy cepabilities. Allows for playback of videos with “VCR fike” on-screen controls andj
easy exporting of video to porlable media. Fully supports wireless download from the Flashback™ recorder via 802.11.(a/g) standard.

1 MVD-DEFZ7 15 DVM Server, Storage & Distribution System - 1% 21843001 8% 21,845.00
Dell Server: Dual 3GHZ, 2 GB RAM, 2 x 73 GB RAID 1 e
L~3 Mobile-Vision Digital Evidence Pro Software
" Redhat Linux Op Syst / Posigresq Datebase
BVD-Rom, Floppy, Monitor, Keyboard, Mouse
Power Connect Switch 16/100/1000

DASS: U320 SCSI, 18 x SODGB HDD SATARAID 6
Hot Swappable Drives and Power Supply

5 MVD.BE‘]’S-A_ Wireless Access Point w/Exienal Mounted Anfenna ' $ 79500 | $ 3,975.00

ASSY 802.11{2) Wireless Access point
) Antenna and Cabling
1 MVD-DVD/BU DVM Backupf/Archiving Station $ 29840018 2,984.00

Controller - Ded PG ]

Primera Bravo Il DV writer fprinter w/25 DVD capacity
Windows XP Op Syslem/DVD+R/IRW

1-3 Mobile-Vision DVD Archiving Software

100 pack: white printable DVD-R media

1 MVD-UPS1500  UPS 1500 VA (OPTIONAL) 3 B65.001% . 865.00
' SUBTOTAL |[$  29,665.00

SALES TAX (as required} NA

Shipping win the continental USA via UPS Ground | § . 50.00

- TOTAL |$ . 29,719.00




‘ communications

Mobile-Vision, Inc.

OCTA - Server/infrastructure

_/DESCRIPTION - - "' -

| {UNITPRICE

- AMOUNT

-3 Mobile-Vision Digital Evidence Pro

L-3 Mobile-Viston's Digital Evidence Pro Solution faatures Network access and viewing of evidance video. it provides the department with a centralized,
secure cost sffective methed of storing-and managing video files. Featuring search capabiliies via various “Key Data” including: officer nams, vehicle, date,
time, ede. Case file creation "Rich Media" suppert {digital photo's, digital audie, dosuments, efc.) extended case "Key Data” search. Secure chain of custody
with user profiles and access rights, Provides fast search, refrieval and copy capabiliies. Allows for playback of videos with “VCR Ike” on-screen controls and
easy axporting of video to portable media. Fully supports wireless download from the Flashback™ recorder via 802.11 (a/g) standard.

1

MVD-DEP2715

DVM Server, Siorage & Distribution-System

Delf Server: Dual 3GHZ, 2 GB RAM, 2x73 GB RAID 1
L-3 Mobie-Vision Digital Evidence Pro Software
Redhat Linux Op Syst / Pastgresql Database
DVD-Rom, Floppy, Monitor, Keyboard, Mouse

Powar Connect Switch 10/100/1000

DASS: U320 5C8|, 16 x 500GB HDD SATARAID 8
Hot Swappable Drives and Power Supply

§  21.845.00

$  21,845.00]

MVD-8675-A-
ASSY

Wirgless Actess Point w/External Mounted Antenna
802.11{a) Wireless Access paint

-Antenna and Cabling

$§ 795.00

$ 2,385.00

NVD-DVDIBU

DVM BackupfArchiving Siation
Controliar - Delt PC

" Primera Brave il DVD writer /printer w/25 DVD capacity

Windows XP Op Syster/DVD+R/RW
1.-3 Mobile-Vision DVD Archiving Software
100 pagk: white printable DVD-R media

$ 2,884.00

$ 2,984.00

MVD-UPS1500

UPS 1500 VA (OPTIONAL)

§ 865.00

$ 865.00

SALES TAX {as required}
Shipping w/n the continental USA via UPS Ground

SUBTOTAL

$ 28,078.00

NA -

$ -50.00

TOTAL

$ 28,129.00



‘ communications
Mabile-Vision, Inc.

In-Car Components

235 DVR l‘;Istia.lia‘aﬁ-;:.n‘ ; Iﬁsiaiiaﬁ.o; Sfl.tﬁe'in—c'ar camesa eiemeﬁfé mto starsdard véhiclés. - "‘$ 345_@0 $ 81 ,075_{]6
6 MVD-DEP-BT2 - Server Sciution Coﬁﬁguraﬁcn f Training $ 325000 % 19,500.00

System build out and configuration plus 1 days {on site} training for each site

SUBTOTAL | & 100,575.00

SALES TAX (as required) ‘NA

Shipping win the confinental USA via UPS Ground NA
TOTAL {$ 100,575.00




‘ communications
HNobila-Vision, Inc.

Recurring EMA Costs

_.QTY l “DESCRIPTION 0 -°. ; i) - UNITPRICE, <[ AMOUNT
Year Two Costs
235  [In-Car Equipment - Extended Malntenance and Support - Year 2 . $ 300.00{ $ 70,500.00
1 |Norin Padrol - Extended Maintenanca and Support for DEP2700-3XRD1616-750: YR2 § 5543001 % 5,543,00
1 South Patrof - Extended Maintenance and Support for DEPZ700-3XRD1616-750; YR2 $ 5543.0019% §5,543.00
[ Wast Patrol - Extended Malntenance and Support for DEP2730: YRZ $ 36200018 3,629.00
1 [San Clemente - Extended Maintenance and Suppart for DEP2700-2XRD1616-750: YRE % 4,355.001 $ 4,355.00
1 - |JWA - Extended Mamtenance and SUpport for DEPET16: YR2 $ 4355001 % 4,355.00
1 OCTA ~ Extended Maintenance and Support for DEP2715; YR2 $ 4355001 8% 4,355.00
: ’ Year 2 Total | $ 98,280.08 |
Yoar Three Gosts
235  |[inCar Equipment - Extanded Maintenance and Sipport - Year 3 $ . 32500 § - 76,375.00
1 . [North Patol - Extended Maintenance and Support for DEP2700-3XRD1618-750: YR3 $ 5543060 | & 5,543.00
-1 South Patdl - Extended Maintanance and Support for DEP2700-3XRD1618-760: YR3 L 55843001 % 5,843.00
4 |WestPatrol - Extended Maintenance and Suppor for DEP2730: YRS § 36200018 . 362000
1 San Clemente - Extended Maintenance and Suppart for BEP2700-2XRD1618-750: YRE % 4355001 % - 4,355.00
1 |JWA- Exended Maintenance and Support for DEP2715: YR3 $ 4355001 % 4,355.00
1 OCTA - Exlended Mainienance and Support for DEP2718; YR3 & 4385001 % 4,256.00
Year3 Total | $ ~104,155.00
Year Four Costs - f Renewed
235  in-Car Equipment - Extendad Maintenance and Suppart - Yewr 4 3 3500018 §2,250.00
1 Nerth Patrol - Extended IMaintenance and Suppart for DEP2700-8XRD1618-780; YR4 % as70.06 1% . 957000
1 South Patral - Extended Maintenance and Support for DEP2700-3XRD1816-750: V4 $ GE70.00 | % 9.570.00.
1 West Patrol - Extendad Malntanance and Suppor for DEP2730: YR4 $ 6858001 % §,958.00
1 - [San Clemente - Extended Maintenanice and Support for DEP2700-2XRD1816-750: YR4 $ 83500018 §,350.00
1 JWA - Extended Maintenance and Support for DEPZ7 15 YIA $ 489500 % - 4,895.00
1 - [OCTA « Extended Maintenance and Support for DEP2715; YR4 3 4805001 % 4,805,00
: Year4Total | §  126,486.00
Year Five Gosts - If Renewed .
2535  {In-Car Equipment - Extended Maintenance and Support - Year 5 $ 350,001 % 8225000
1 Nerth Patrof - Exterded Malntenance and Support for DEPZ700-3XRD1816-750: YRS 5 9570001 % - 9.570.00
4 7|South Patret - Exiended Maintenance and Support for DER2700-3XRIME16-750: YRS % 0570001 % 2.570.00
4 Wesl Paral - Extended Mamtenance and Suppost for DEF2730: YRS % 6858001 %. 6,958.00 .
4 |San Clemente - Extended Malntenance and Suppaort for DEP2700-2XRD1616-7501 YRS ES 8350001 % 8,350.00
1 JWA - Extended Maintenance and Suppost for DEP2715: YRS B 4895001 % 4,895.00
1 OCTA - Extendad Malntenance and Suppeit for DER2715: YRS 5 4895001 % 4,895.00
YearSTotal | § 126,488.00
- SUBTOTAL | $ " 455,411.00
_SALES TAX (ae required) NA
Shipping win the continental USA via UPS Ground NA
TOTAL | §  455411.00




( - communications
Maobile-Vision, Inc.

OPTIONAL A GENCY SERVER - Server/infrastructure

DESCRIPTION

UNITPRICE | . AMOUNT .

L3 Mob:!e-Vusnen qu___l Evidence Pro
L-8 Mobite-Vision's Digital Evidence Pro Solution features Netwark access and viewing of evidence video, i provides the departmerit with a centratized,
secura cost effective method of storing and managing video files. Featuring search capabilifies via various “Key Data” including: officer name, vehicle, date, -
time, etc. Case file creation "Rich Media" support (digital photo's, digital audio, decuments, ete.) extended case "Key Data” search. Sacure chain of ustody
with user profiles.and access rights. Provides fast search, retrieval and copy capabxllties Allows for playback of videos with “VCR like" on-screen controts and]
easy exporting of video lo portable media, Fully supports wireless downioad from the Flashback™ recorder via 802,11 {a/g} standerd.

4 MVD-DEPZTISAG DYM Server, Storage & Distribution Systemn $ 2334500 1% 23.345.00
Dell Server: Dual 3GHZ, 2 GB RAM, 2 x 73 GB RAID 1
1.-3 Mobile-Vision Digital Evidance Pro Software
Redhat Linux Op Syst 7 Postgresgl Database
DVD-Rom, Floppy, Monitor, Keyboard, Mouse

Power Connect Switch 10/100/1000

DASS: U320 SCSI, 16 x S00GB HDD BATA RAID 6
Hot Swappable Drives and Power Supply .

1 WWD-DVDIBU DVM Backup/Archiving Station ] % 2,984.00 | § 2,984.00
Controller - Dell PC . ‘

Primera Brave Il DVD writer fprinter wi28 DVD capacity
Windows XP Op System/DVD+R/RW

L-3 Mobile-Vision DVD Archiving Software

106 pack: white printable DVD-R media

P MVD-UPS150¢  UPS 1500 VA (OPTIONAL _ $ 86450 1 § 864.50
1 DREP EMA-Y2 Extendad Maintenancs and Support for DEP2715: YR2 B 325100198 2,251.00
1 DEP ENMA-Y3 ~ Exlended Maintenance and Support for DEP2715; YR3 $ 32510018 - 3,251.00
1 DEP ENMA-Y4 Exlerded Mantenance and Support for DEP2715: YR3 $ . 50170018 5,011.00.
1 DEP EMA-Y5 . Extended Malntenance and Support for DEP2715: YR3 1% 5011001 % 5,011.00.
1 MVD-DEP.BET2  Solution Gonfiguration / Traming $ 2,850,001 % 2,850.00
’ - Bystem build ouf end configuration phus 1 days {cn site) traln]ng : :

SUBTOTAL | $ 46,567.50

SALES TAX (as required) | . NA

Shipping w/n the continentat USA via UPS Ground |$ 50,00

TOTAL | § 46,617.50
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COUNTY OF ORANGE — SHERIFFS DEPARTMENT
RFP NUMBER $XZ00000142

L-3 COMMUNICATIONS — MOBILE-VISION, INC.

3. Implementation Plan/Project Schedule

ATTACHMENT D A
IMPLEMENTATION PLAN/PROJECT SCHEDULE

A. Description of L-3’s proposed methodologies for accomplishing the work specified in
Attachment A, “Scope of Work™

1. Phased Implementation:

T

O assure success, a project of this scope must be thoughtfully orchestrated and

systematically executed. The implementation plan proposed herein draws upon L-3's
multiple experiences in successfully transitioning large law enforcement agencies to digital
in-car technology. : ‘

To understand the scope of this project it is best to examine each phase of its
implementation understanding that often multiple phases are concurrentty active.

These include:

o

T@ MO o0 T

Planning
Production

Vehicle Installation
Network installation
Server Installation
Training
Acceptance
Program Support

Plarning ~ planning forms the foundation of a successful implementation and begins
with a kick off mesting that identifies key vendor and agency personnel. During the
Planning phase each installation site is surveyed and equipment locations determined:
Vehicle instalfation configurations are considered and decided upon; Installation
schedules are finalized; system configurations and programmable parameters are
discussed relative to the OCSD in-car video recording policies; Training requirements
and logistics are discussed and preliminary fraining scheduies established.

Production - Production encompasses the manufacturing of the PVS systems fo OCSD
specifications as well as the ordering, configuration and pre-testing of all backend
equipment.

Vehicle Installation — Depending on workload at the time an order is placed, vehicle
instailations can be expected to begin approximately 30 - 60 days after the receipt of a.
purchase order. It is suggested that vehicle installations be completed at one facility at
a time. H# is strongly suggested that instalfations-begin at one of the smaller facilities so
that ‘a complete “working model" can quickly be established and staff trained. The
cooperation of the OCSD in providing access to vehicles when needed will be
paramount to the timely completion of this project.

Network Installation — Wireless networks consisting of Access Points, Antennas and
Network Cable will need to be installed at each facility. The Implementation Pian calls
for installing the wireless network in each facility in close succession to reduce travel
expenses of the installation crew. Therefore, the network will be installed in some
iocations well before needed. ‘
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e. Server Installation — will be synchronized to the completion of the vehicle installations

at each facility. The installation will be performed by an L-3 field engineer who will

configure the server to the LAN at each location, sel-up and configure each access

~ point, program each vehicle with the proper IP addresses and security information, test
overall system and train the Agency's IT and support staff.

Training — training will be conducted at each facility and scheduled to coincide with the
-completion of the installations at that facility. Training will be provided for system users
{or departmental training officers) IT staff, Administrative Staff and Fleet personnel,

Acceptance — Acceptance criteria is included in this proposal. The implementation at
each location should be assessed against this criteria with final payment for the
deliverables and service at that each location predicated upon Agency acceptance.

Project Support ~ préjeci: support, including warranty support begins immediately after
Accepiance. Project support also includes unlfimited te[ephone support and additional

training that may be required from time to time..

Identification of Resource Requirements:

Orange County Sheriffs Office

L.-3 Mobile-Vision

Project Manager - key POC for all
aspects of implementation.

Project Manager — key POC for all
aspects of implementation.

Assistant Project Manger - strategically
located at L-3MVI Headquarters to
coordinate infernal activities. -

' Fleet Manager — POC for vehicie related
issues and scheduling of in-car eqmpment
;nstailataons ‘

Installation Technicians — in-car

installations.

Facility Manager — POC for facility issues
related to the installation of the wireless
infrastructure.

Instaitation Techniclans — wireless
network components.

Director IT

Field Engineer — Installation of servers
and configuration onto LAN

Training Officer — {0 assist in‘the planning
of afl training activities and customization
of curriculum to the OCSD requirements.

Officer Trainer - this individual wil] train
departmental training officers or directly
frain officers in the use of the Flashback
In-car Recording System.

Application Trainer — {typically L-3 Field
Engineet) trains administrative staff in all
aspects of the Digital Evidence Pro-
Backend management application. Also
trains IT staff in application maintenance.

Technical Trainer — fraing departmental

support personnel in all aspects of system
troubleshooting and maintenance
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B. Description of Deliverables:

DELIVERABLE

INCLUDES

Flashback-i Digital In-car
Recording Syjstem .

Flashback-1} DVR, D-1 Resolution, 16GB Flash Memory
Nightwatch™ exiended low light color zoom camera,
Rear Seaf Color Camera with infrared uminators

VoiceLink Plus® 200 MHZ'Digita! Spread Spectrum
Bi-directional- wireless microphone System.

Rear Seat Microphone

Monitor/Controller with 3.5 inch LCD monitor.
Laptop interface

Crash Sensor with battery back-up.

ae T

Fa ™o

NORTH PATROL

Wireless Access Polnis
MVD-B675-A-AS3Y

Nine (9} 802.11a wireless atcess polnts {cost proposal doss not include
installation since facliities were not made accessible In order to determine
installation costs} :

Digitaf Evidence Pro Video
WManagement Server, Storage &
Distribution System

MVD-DEP2700-3XRD1616-750

Deli Server: Dual 3GHZ, 2 GB RAM, 2 x 73 GB RAID 4

L-3 Mohile-Vision Digltal Evidence Pra Application Software
Redhat Linux Op Syst/ Posigresq) Database

BVD-Rom, Floppy, Menitor, Keyboard, Mouse

Power Connect Switch 10/100/1000

DASS: U320 8CSI, 3 x 16 x 75038 HDD SATARAID 6
Hot Swappable Drives and Power Supply

Tape Backup/Archiving Station

MVD-124T-LTO3-2

PowerVault 128T (or eguivalent) with 2 x 8 Bay Casseties
Archiving and Control Software Application

1 2XLTO-3 Tapes

Tape Backup/Archiving Station
MVD-DVD/BU

DVM Backup/Archiving Station

Controfier - Dell PC

Primera Bravo I DVD wiriter /printer w/25 DVD capacity
Windows XP Op System/DVD+R/RW

L-2 Mobile-Vision DVD Archiving Software

100 pack: white printable DVE-R media

UPS Supply 1500 VA Uninterruptible Power Supply
MVDUPS1500 ' :
Warranty One-Year Parts and Labor Warranty
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SOUTH PATROL

‘Wireless Access Points
MVD@G?&A—ASSY

Nine {9) 802.11a wirelass access points {cost proposal does not include
instaflation since faciliies were not made avcessible In arder fo determine
installation costs)

Digital Evidence Pro Video
Management Server, 8torage &
Distribution System

MVD-DEP2700-3XRD1616-750

Dell Server: Dual 3GHZ, 2 GB RAM, 2x 73 GB RAID 1

L-3 Mobile-Vision Digital Evidence Pro Application Software
Redhat Linux Op Syst / Postgresql Database

DVD-Rom, Floppy, Monitor, Keyboard, Mouse

Power Connect Switch 10/160/1000

DASS: U320 8CSI1, 3 x 16 X 75068 HDD SATARAID 6
Hot Swappable Drives and Power Supply

.| Fape Backup/Archiving Station
MVD-124T-LTO3-2

PowerVault 1287 (or equivalens) with 2 x 8 Bay Cassettes
Archiving and Control Software Application
2XLT0-3 Tapes

Tape Backup/Archiving Station
MVD-DVD/BU

DVM Backup/Archiving Statiots .

Contraller- Delf PC

Primera Brave || DVD writer /printer w/25 DVD capacity
Windaws XP Op System/DVD+R/RWY

£-3 Mobite-Vislon DVD Archiving Software

100 pack: white printable. DVD-R media

UPS Supply
MVD-UPSTH00

1500 VA Uninterruptible Power Supply

Warranty

One-Year Parts and Labor

WEST PATROL

" Wireless Access Points
MVYD-8675-A-ASSY

Fight (8} 802.11a wireless access points {cost proposal does not include
instaliafion since faclites were not made accessible in order to determine
installation costs)

Digital Evidence Pro Video
Management Server, Storage &
Bigtribution Systaem

MVD-DEP2730

Dell Server: Dual 3GHZ, 2 GB RAM, 2 x 73 GB RAID 1

1.-3 Mobiis-Vision Digital Evidence Pro Appiication Software
Redhat Linux Op 8yst / Postgresqi Database

DVD-Rom, Fleppy, Monitor, Keyboard, Mouse

Power Connect Swiich 1010011000

DASS: U320 SCS1, 2 x 16 x 50068 HDD SATARAID 6
Hot Swappable Drives and Power Supply

Tape Backup/Archiving Station

MVD-DVD/BU

DVM Backup/Archiving Station

Controlter - Dell PC -

Primera Bravo |} DV writer /printer w/28 DVD capam‘iy
Windows XP Op System/DVD+RRW -

L-3 Moblls-Vision DVD Archiving Software

100 pack: white printable DVD-R media

UPS Supply
MVD-UPS1500

1500 VA Uninterrupible Powar Supply

Warranty

One-Year Parts and Labor
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SAN CLEMENTE

Wireless Access Poinds
MVD-8675-A-ASSY

Nine (8) B02.11a wirsless access points {cost proposat does not inctude
installation since faciiities were not made aceessible in order to determine

| installation costs)

Digital £vidence Pro Video
Management Server, Storage &

Dell Server: Dual 3GHZ2, 2 GB RAM, 2 x 73 GB RAID 1
1.-3 Mobile-Vision Digital Evidence Pro Appilcation Software

I:Aistributlon System Redhat Linux Op Syst / Postgresqt Database
VD-DEP2730 DVD-Rom, Floppy, Monitor, Keyboard, Mouse
Power Connect Switch 10/100/1060
DASS: L3720 SCSI, 2 x 16 x 500GR HDD SATA RAID 6
Hot Swappable Drives and Power Supply
UPS Supply 1500 VA Uninterruptible Power Supply

MVD-UPS1500

COne-Year Paris and Labor

Warranty

JWA

Wireless Access Points
MVI-8675-A-ASSY

Five {5) B02.11a wireless access points {cost proposal does not include
installation since faciilies were not made accessible in order to determine
instaliation cosis)

Digital Evidence Pro Video
Management Server, Storage &
Distribution System

WMVD-DEP2715

Dell Server; Dual 3GHZ, 2 GB RAM, 2 x 73 GB RAID 1
1.-3 Mobile-Vision Digital Evidence Pro Application Software
Redhat Linux Op Syst / Postgresq: Database

-DVD-Rom, Floppy, Monitor, Keyboard, Mouse

Power Connsct Switeh 10/100/1600

DASS: U320 SCSI, 2 x 16 x 500GB HDD SATA RAID 6
Hot Swappable Drives and Power Supply '

Tape Backup/Archiving Station
MVD-DVD/BU

DVM Backup/Archiving Station

Controtier - Dell PC :

Primera Bravo 1 DVD writer fprinter w/25 DVD capacity
Windows XP Op System/DVD+R/RW

L~3 Mobile-Vision DVD Archiving Software

100 pack: white printable DVD-R media

UPS Supply 1500 VA Uninferruptible Power Supply
MVB-UPS1 500
Warranty One-Year Paris and Labor
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OCTA
Wireless Acesss Points Three (3) 802.112 wireless access polnts {cost proposal does not include
MVD-8675-A-ASSY installation since facilities were not made accessible in arder to determine
o installation costs)
Digital Evidence Pro Video Delt Server: Dual 3GHZ, 2 GB RAM, 2 x 73 GB RAID 1
Management Server, Storage & | 1.3 Mablle-Vision Digital Evidence Pro Application Software
Distribution Syster Redhat Linux Op Syst / Posigresql Database
MVD-DEP2T15 DVD-Rom, Fioppy, Monitor, Keybeard, Mouse
Power Connect Switch 10/100/1000
DASS: U320 5C51, 2 x 16 x 500GB HDD SATARAID 6
‘ Hot Swappable Drives and Power Supply
Tape Backup/Archiving Station | DVM Backup/Archiving Station
MVD-DVD/BU Controller - Dell PG
Prirnera Bravo |l DVD writer /printer w/25 DVD capacity
Windows XP Op Sysiem/DVD+RIRW
|3 Mobile-Vision DVD Archiving Software
180 pack: white printable DVD-R madia
UPS Supply 1500 VA Uninterruptible Power Supply
MVE-UPS1500 i
Warranty One-Year Parts and [abor
8 | User Training Elther Train the Trainer or train all users in the operation of the Flashback-i In-
car Recording System.
2 | Police Administrator Trainiﬁg Dightat Evidence Pro Management Application and Flashback-lf In-car Recording
vl System. ' .
10 | IT Administrator Training Digitaf Evidence Pro Soiution Architecture, Configuration and Support. DE-Pro
Apnlication. Fiashback-l In-car Recording Systam
41 | Fleet Support Training

Flashback-| Instaliation, Set-up and Treubleshooting.
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C. Gantt chari plan of major tasks, milestones recommended timeframe and
Contractor’s/County’s resources to complete them.
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D. Training implementation plan to include all technical, administrative and user training.

Please See Response to Attachment G — TRAINING on page 48.

4. Softwére Annual Maintenance & Support

ATTACHMENT E -
SOFTWARE ~ MAINTENANCE

1. SOFTWARE — ANNUAL MAINTENANCE

Software Name and Version

Digital Evidence Pro Ver 2.0 Annual Maintenance cost for the Digital Evidence
Pro software application is bundied with the
backend hardware/software annual extended
maintenance cost. The cost is determined by server
capacity. Please see the page included with
Attachment C entitted “Recurring EMA Costs”

C. The foliowing services that are in addition to paragraph 32 of thé Confract relating to updates
are provided as Annual Maintenance:

v Sofiware Upgrades

= 42 % 5 non-emergency telephone support
L

[ ]

24 x 7 emergence telephone support
Remote troubleshooting and support

D. L-3 Mobile-Vision provides Remote support for the Digital Evidence Pro application software.
Remole support requires server access via a high speed connection.

E. Inaddition to paragraph G of the general terms and conditions of the Contract, Contractor shall
provide the following warranty for the Digital In-Car Video System:

No additional Warranty is provided.
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5. Acceptance and Testing Procedures

ATTACHMENT - F

ACCEPTANCE AND TESTING PROCEDURES

Sample Acceptance Criteria

Ability to create a still irmage from video clip

_ QCSD Sign-
item Pescription L-3 Sign-off off
FLASHBACK-II PVS :
1 Zoom - optical 12X - digital 144X
2 Hlumination - <tiux
3 Color capiure
4 LCD monitor
5 30fps recording
7 Automated event recording
8 File time-stamp
g Capture radar data (requires optional interface)
10. Capture GPS data - speed and position
11 Manual stop recording -
12 Minimum of 24 hour recording
13 Disallow editing of filles
14 Multiple cameras (2)
15 Audio via wireless mic - multi channel capable
16 720%480 recording
Video Data Transfer
17 Automatic 801.11x wireless transfer
18 Files encrypled
119 Data to include video, audio, metadata
20 Removable Fiash Storage
21 Power-down after file transfer
‘Data Storage & Management
22 Receive data via wireless or removable storage
23 90 day on-line storage with longer retention of high priority files
24 Mirimum 1 year nearline storage
25 Application to retrieve data both on-line and near-line
286 Store data in case folders that can be exporied
27 Automated migration of data to near-ine storage
28 Retrieve near-line data back to on-line
29 Search data based on officer name, date, fime type of incident, efc .
30 Ability to specify the beginning and ending of a video clip
31 Abiilty 1o mark video clips as evidence
32 Create an chain of custody report
33 Ability to export a clip to MPEG format
34
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35 Ability to keep video in uhaltered stale
36 Ability to specify users and levels of security
Training
37 DVR officer training (o training officers or directly to all officers
38 Application training for command staff
38 IT Adminisirative fraining
40 Fleet Training - DVR instaliation and iroubteshootmg
41 Technical Training - Repair and Maintenance of Flashback DVR
Installation
42 Instaflation of Flaghback DVR into OCSD Vehicles
43 Installation of Wireless Access Points at each OCSD jocation
Connection of Digital Evidence Servers at each OCSD location to
44 WAN/LAN ‘
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6. License Model: Offer.shall provide pricing for all available standard license models. The Offerer
May not submit an additional license agreement or contract; any exception must be made fo the
Model Contract. In the event the Offer submits an additional license agreement or contract, it may
be disqualified from this procurement.

A perpetual software license is rolled into the hardware cost for both the Flaghback-ll PVS as well
as the Digital Evidence Pro video management systems.
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7. Training

ATTACHMENT G
TRAINING

L-3 Mohile-Vision, Inc. will provide comprehensive training‘far the users of the Flashback-ll In-car
system, administrative personnel who will be using the Digital Evidence Pro backend management
system, 1T staff that will support the application and fleet technicians who will maintain and troﬁbleshoot
the Flashback-1l system. Training will be taifored fo the logistical requirements of the OCSD, The outline
provided in this attachment is suggested only. It does not take into consideration key factors such as
location of personnel, scheduling constraints and availability of training facilities. These defails will be
discussed early on in the joint Project Review meetings.

Recommended Training Plans:

1. Technical Training - will be provided for both the IT Support Staff as well as Fleet technicians.

IT Staff Training will include:

= Complete overview of system architecture

» Complete overview of Digital Evidence Pro Video Management Application sofiware
« Complete overview of the Flashback-Hl Digital ln-car Video Recording System

= Conﬁgurataon of Wireless Access Points and Wireless Security

« Configuration of the Digital Evidence Pro Video Management Applicat;on software

= Conf iguration of the Flashback-il Digital In-car Video Recording System

u Backup. Restoring, Copying, adding vehicles, adding users, ete,

= Troubleshoating, implementing updates and upgrades

Typically, IT Staffs consist of only a few individual and these individuals typically work very
closely w;tth our technical personnel during the implementation process creating an ideal
environment for the exchange of knowledge. In all likelihood a formal fraining session will not
be required. However, if additional training is required for staff members who will not be
involved in the implementation process formal classroom training will be provided at no

additional cost.
Fleet Technician Training will include:

» Complete overview of system architecture
= Instaflation of the Flashback-l! In-car video system
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Interfacing with lights, siren, shotgun lock, efc.

= Configuration of the Flashback-l in-car video system

s Operation of the in-car system -

» Troublashooting

« Removing, replacing and setting up individuat system components

Time Required — 8 hours

Number of trainees — maximum of sixX per session

Training facility ~ classroom and shop

Note: In addition to formal classroom training treinees should be prepared to install, configure
and confirm dgeration of a Flashback-Il in-car video system under the direction of the instructor.

Administrative Training — training should be provided for administrative personnel! at each

facliity who witl have Administrator Rights to system and be responsible for adding vehicles and
users, sefting access rights and copying files.

Administrative Training will include:

» Complete overview of system architecture
« Configuring in-car equipment

« Adding and removing vehicles

= Adding and remaving users

* Creating cases

» Search techniques

« Archiving files

« Setling purging rules

= Making copies including transcoded copies
* Running reports

= System troubleshooting

Time Required — 8 hours

Number of {rainees - maximum of eight per session

Training facility — classroom or office with access to DE-Pro Server
Note: Training will include considerable "hands on” practice.
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User Training - officers using the Flashback-ll In-car Recording System can be trained directly
by L-3 personnel or by departmental fraining officers. If trained by departmenta! fraining officers
the training officers will also be provided with a comprehensive description of the entire

sofution.

tUser Training will include: ‘ .

« Description of overall system including how files are fransferred, stored, acoessed and
nurged. .

= Description of in-car components.

= Understanding the On-Screen Display

= Selecting camera view

» Methods of activating RECORD

» Tagging incidents

= Setfing Priority |.evel of Recordings

= Camera controls and their use

= Monitor Controls and their use

» Wireless Microphone Qperation

v Playing back recordings in-car; selecting file, camera view and audio source.

v Pre-ghift system test

Time Required — 3 hours

Number of frainees — maximum of 30 per session

Training facility — classroom

Note: Training should be scheduled to coincide with instaliation of the in-car components.
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8. Staffing

Names and classificationftities of prime and alternate staff, including project manager and key
personnel who will be assigned to this project. N

Louis Blanco President — Contract Management
Chris Kadoch Chief Scientist ~ Solution Architecture
David Tindall Froject Manager
Yvanne Pyles Assistant Project Manager
Brian Sladecek Systems Engineer — project implementation
Chris Carter Alternate Systermns Engineer
Pzul Augustyniak ‘ Nationa! Service Director
James Ward Production Manager
Ray Keller ' Account Manager
RESUMES

Chief Scientist

Chris Kadoch
Vice-President

Mr. Kadoch is a pioneer and recognized experi in the area of Video Evidence Management for Law
Enforcement. He serves as the Chief Digital Solutions Architect for Mobile-Vision, Inc. Prior to Mobile-
Vision, Mr. Kadoch provided consultancy into the IACP and was President and Founder of a pioneering
Video Evidence Management Company. He has also held executive positions within Eastman Kodak
{Vice President) and Lockheed Martin. Where he held key positions in large scale endeavors fo provide
digital solutions for Law Enforcement (FBI and Scotland Yard) and several Defense Agencies. Mr.
Kadoch Is a co-inventor on several relevant technology Patents.

_ Mr. Kadoch holds a BS in Physics and Mathematics (from San Jose State University) and has with
extensive post graduate work in imaging and pattern recognition.
Project Office Location: Herndon, VA

Project Manager

Yvonne Pyles

Yvonne has a broad communications background having held managerial and engineering positions
with Genera! Electric, 3Com Corporation, Cyberpath Inc. and Lucent Technologies. During her tenure at
Lucent Technologies, she was responsible for managing the Broad Band Access Product Line ensuring
timely delivery and implementation of software and hardware releases. :
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Prior to Lucent Technologies, Yvonne has held senior management positions at CyberPath Inc. and
- 3Com Corporation, leading the design, development and implementation of a family of SOHO Routers,

WAN Access Saervers, VolP gateway and a CTl-enabled digital switch.

Yvonne started her career at General Eleciric as a netwark analyst designing and maintaining their

internal network topology. She holds a Bachelors of Electrical Engineering degree from Stevens

Institute of Technology.

Project Manager
David Tindall

David has been with L-3 Communications Maobile-Vision, Inc. since September of 2005, David first
staried his career at L-3 Communications Mobile-Vision, Inc. as a Technical Support Specialist, David
is now a lead Project Manager for key accounts throughout the United States.

Before joining L-3 Communications Mobile-Vision, Inc. David held an IT position with Vingage
Comporation. David holds a Bachelor's of Arts in Radio-Television from the University of Central Florida.

Systems Engineer
Brian Sladecek

Brian holds a BS in Computer Engineering from Texas A&M and has diverse software/hardware
experience in the defense, financial and entertainment sectors. Brian has contributed to the success of
numerous Digital Evidence Pro Management System implementations. Brian is based out of our Dallas
facility.

Systems Engineer
Christopher Carter

Chris holds a BS in Network and Communications Management from DeVry University, Irving, TX. He
has held previous positions with Verizon and Arlington ISD and has experience in hardware infegration
and technical support. Chris has contributed to the success of numerous Digital Evidence Pro
Management System implementations. -
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9. Software Expansion:

A, Offerer is 1o provide its capability fo expand its system to add new functionality in subsequent
phases of PVS. '

The Digital Evidence Pro Video Management System was developed in-house by a staff of
developers with an extensive background in the management of large video databases for
commerclal applications. New functionality to the core appi%caﬁon is introduced, from time lo time,
as software upgrades which are provided osjr cusiomers, who are covered by the original warranty
or an ektended maintenance agreement, at no charge. The most recent of these upgrades was
Wireless Access Point Load Balancing, This patent pending fechnological advancement assigns
access points fo vehicles based upon signal strength and the age and priority level of the files to be

uploaded.

Many customers who have purchased a Digital Evidence Pro solution have enhanced it by
purchasing our Interview Room Moduie which enables the recording of interrogations in a manner
that is compatible with the in-car recording process. Additional modules are scheduled for

development which cannot be discussed in this forum.
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10. Description of the technical architecture:

Offerer shafl provide information about the overall systems architecture Including the’foliowing:

{Note: Overall Sysiem Architecture is described in the Document — OCSD Solutions Overview
which follows response, i. '

Hardware Reguirements

The hardware requirements will vary with each Patrol location. Document 10a, Hardware
Requirements. (page 68) describes the primary slzing assumptions and the storage requirements
for each Patrol. Also included is a Hardware/Solution descrlption of each Patrol.

Operating systemlsomfvare environment

The server operating system is Linux Redhat, However the solution is a2 web application and as
such no dedicated software in required on any of the OCSD LAN connected PC's beyond IE (the
clients can be Windows OS).

Network requirements and protocols

The existing OCSD network LAN/WAN infrastructure is tikely sufficient. As mentioned previously
the system is a web application operafing on the standard IP protocols. A typical 10/100 network Js
sufficient for viewing the videos. The network “feeding” the access points should however be gig
capacity.

Database environment and storage requirements

The L-3 solution uses Posgresdl as the database. As mentioned previously the required storage will
vary with each Patrol. See 10a Hardware Reguirements for the specific Patrol storage
reguiremenis.

Description of the user interface, including graphical-based and/or browser-based screens

The user Interface is a simple web interface. For detailed descriptions see 10e Description of User
Interface {page 79).

Description of wireless technology {hardware requirements).

The hardware that is utilized includes application specific multi-polarized antennas, PROXIM AP-
700 access points and intelligent load balancing algorithms hosted on the server. See 10f
Description of Wireless Technology (page 95) for solution description.

Description of video recording (technology)

The Flashback-ll PVS uses an analog video camera whose output is digitized into MPEG4
{specifically H264} within a scmd state DVR and stored on g 18GB flashcard. The rasolutton is
720x480 at 30 fps. '

Description of fiie management and storage

A D|gita§ Evidence Pro solution uses an advanced intefligent storage architecture that maximizes
on-line lifetime with a minimum of storage. See 10a Hardware Requirements (page 68) for the
specific Patrol storage requirements,
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Description of the insfallation process.
Vehicle Instailations

Wireless Access Point Installation

Server/Storage Installation

Description of security and audifing features (Le. firewall);

Please see document 10f. Security and Auditing Features

Capability to confi gure and customlza the app!uoatsun including reference tables, screen displays
and ad hoc reporting;

The Digitat Evidence Pro Solution has extensive appiication embedded reportmg to trackkilsplay
the history of critical elements including the following: a) Al ingested files (upload dates, viewing,
stc.), b) Upload history of any car, or access points (Mbps, flles, et¢.), ¢) Interaction such as
outputting a DVD for court (status, etc.), as well as a series.of user/car state lists, and server status
reporting {usage, etc.).

L-3 continually upgrades its solution {including the reporting capab;trttes) per client requests and
releases updates quarterly.

Technical approach to system interfaces.

This is an evidence management system and as such all interfaces must be controlied so as to not
compromise the evidence value of the content. That said, whenever possible the L-3 system utilizes
an open systems approach e.g. virtually any file {regardless of file format) can be added tracked
and outputted.

. Application scalability.
The Digital Evidence Pro application does not limit the scalability of the system. No seat license is
required and there are no actual iimits to the number of users exist.
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PART 3 - Section 10 Documents

» QCSD Technical Architecture Overview — pg. 56
.» 10a. Hardware Requirementé - pg. 68

» 10 e. Description of User Interface — bg. 79

x 101, Deécriptioh of Wireless Technology — pg. 95

* 10j. Security and Auditing Features - 97
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‘OCSD Technical Architecture Overview
INTRODUCTION

The Orange County Sheriffs Department is Iook;ng fo equip its fleet of vehicles wnth Dlgital Camera
Systems; [-3 Communications Mobile-Vision, inc. is the solution.

The desired system must support the intended Digital fieet. It must easily capiure video at sufficient
quality to support [ts use in court, provide a simple and seamless transfer mechanism from the car to a
server/storage infrastructure, and store video for evidence review and output for internal and judicial
use. The cars must operate per protocol (reccrd all stops) and will automatically transfer video
{wirelessly) to the office server on a shift basis in each of the distributed locations. The video must be
easily accessible thereafter,

The distributed nature of the organization further requires that the solution provide a means of
managing the content across the locations in a simple and integrated fashion.

.3 Communications
Mobile-Vision, Inc.
proposes o support the
Agency's needs and
requirements by supplying
our Flashback-il solid-
state in-car camera and
our integrated sarver
solution the Digital
Evidence Pro {D-E Pro).

The fransfer of files from
the car to the server will be
accomplished through a
“hands off” wireless ‘
transfer system, The storage, management and archiving of
vidao will be accommodated through a server within each
Patrol-office. Inter-Patrol file management and tracking can
be accomplished in the fulure through the agency WAN and the use of the (optional) D-E Pro
Headquarters Server. The video can be accessed through any standard windows PC attached to the
existing Department LAN. Additionally, the search and retrieval of video will be based on agency key
data (officer, date, location, incident class, efc.) and case relevant data (citation #, class of infraction,
suspects name, eic.).

This system will mest all these critical reguirements and will further provide many other unique
differentiating capabilities. The proposed solution is in production and not & prototype; it is robust and
easy to use. it also brings with it the ability to manage all the diglal rich media for OCSD (digital stiils,
etc.) and can be extended to support and managse the other video sources such as :ntarwew room
video, crime scene vsdeo, surveillance video, etfc.

L-3 Communications Mobile-Vision, Inc. prowdes a compiete “tumkey solution,
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SOLUTIONS ARCHITECTURE

For this class of solution, L-3 Communication Mobite-Vision, Inc.. proposes the use of its Flashhack
MVD-FBDVS flashback in-car solution. These will operate out of the respectzve offices where they will
wirelessly fransfer video to the Patrol servers. The server infrastructure is a distributed array of servers
connected through the Agency WAN. These will be interconnecied through the agencies WAN and
potentially feed one (optional) Agency Server at Headquarters. An Agency Server could provideé “global
management” of the evidence across the network. All video would reside locally and live out its kife on
each Patrol server. DVD archiving could be performed either at the Patrol offices or alf routed to
headquarters. The only required traffic would be limited inter-office browsmg (from headquarters fo
districts) and the occasiona! file transfer (of case relevant files).

See architecture diagram below;

err e o e -

Agency Server {optional)

Each Patrol Collects,
Stores and Acrchives Agency Server is “Gioba!ty
" Aware” of all content within

Standard Video

-1 Patrols and Hosts “Case

The Flashback Digital Evidence Pro solution will streamiine your agency’s digital video evidence
collection program. Video is efficiently collected, simply transferred, sasily retrieved, vuewed and
managed, while maintaining chain-of-custody.

Storage, management and archiving of the video will be accommedated through a server within each
Patrol office. Access o the video would be through any standard windows PC atiached to the-existing
OCSD LAN. The search and retrieval of video will be based on agency key data (officer, date, location,
incident class, etc.). '
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Patrol Server Overview
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The Digital Evidence Pro solution consists of five primary elements:

Flashback in-Car Digital Video Recording System

Fite Transfer Systems

Storage & Management Server with Application Software
DVD Backup Station with Robot

Agency LAN Connected PCs (Viewing Stations)

moow»

Upload (car to server}: Video is collected on a daily basis by the patrol cars. This evidence is
automatically uploaded to the Patrol servers via secure wireless (802.11a) “hot spots” located in the
parking areas. This is a completely “labor free” process that consumes approximately 15-20 minutes
per car per day. (The multiple access points per Patrol combined with an intelligent upload manager
allows for multi-vehicle concurrency and allows the Patrol fleet to be uploaded seamlessly and quickly.)

Viewing & Interaction: Once evidence has been uploaded to the server it is available via any of the
LAN connected PC’s in the Patrol. The access is secure with all activity restricted, verified and_
recorded. Searches are performed through simple “browser based” web interface and incident relevant
“Key Data”, The solution also provides the ability to simply create cases that contain any number of
evidence elements including muitiple videos, digital photos; digital documerits, efc. (See attachment for
access overview), '

Management, Storage & Archiving: The L-3 Mobile-Vision Digital Evidence Pro System
automatically manages, stores, archives and purges the video with the use of a Patent Pending
technology referred fo as queue based evidence management. In this process the evidence is
automatically managed throughout ifs lifecycle based on a series of evidence queues {including type of
incident, date, usage, etc.). This ensures that no evidence is ever lost (in fact it is redundantly stored) .
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yet no iabor is consumed in the process. All standard video s retained for a definable period. However,
any evidence that is perceived as having evidence value has its lifetime automatically extended. And
any evidence that Is associated with a “case” is automatically forwarded to the Headquarters Server for
iong term utilization.

Output to Court: The system provides a simple means of validating video evidence and outputting to
a self contained DVD for presentation in court. In addition, a-secure Chain of Custody report is
embedded onto the DVD. This report documents all activities that have been performed in order fo
manage any digital evidence (video, photos, audio and documents) that have been stored in the Dlgitat
Evidence Pro system and exported to the DVD,

Transfer fo the Headquarters Server {opfional): All iransitory video evidence is retainad at the Patrol
offices, vet all case related evidence can be automatically electronically forwarded Headgquarters Server
to provide fong term access / redundant storage. The metadata from all evidence regardless of type or
priority level is passed to the Headguariers Server so as to provide “global awareness” of all content on
the distributed server array.

Opftional Headquarters Server Functional Summary -

l . »
s

W

& Robot Boskiop PL:
‘9 . Admin Etation
communkations
Moblla ok, bt

The Digital Evidence Pro solution consists of five primary elements:

Patrol Servers

Agency WAN

Storage & Management Server with Application Software
DVD Backup Station with Rebot

Agency LAN Connected PCs {Viewing Stations)

moom»
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Transfer (Patrol to Headquarters Server): Evidence that is deemed o have case related value is
automatically transferred to the Headquarters Server with use of the Agencies WAN, Typical industry
metrics project this to be less than 1% or the total collected video load. '

Global Awareness; When any video {regardiess of type or priority level) is uploaded into any of the
distributed servers the metadata assaciated with said video is passed to the Headquarters Server. This
metadata enables the Headquarters Server to be “globally aware” of all content and facilitates the
system level management and access,

Viewing & Interaction: Once evidence has been uploaded fo the Headquarters Server it Is available
via any of the LAN connected PC’s in the Agency. The access is secure with all activity. restricted,
verified and recorded. Digital evidence can be added to the cases. Searches are performed through
simple *browser based” web interface and case relevant “Key Data”, ‘

Management, Storage & Archiving: The L-3 Mobile-Vision Digital Evidence Pro System
automatically manages, stores, archives and purges the video with the use of a Patent Pending
technology referred to as queue based evidence management. In this process the evidence is
automatically managed throughot its lifecycle based on a series of evidence queues (inciuding fype of
incident, date, usage, etc.). This ensures that no evidence is ever lost (in fact it is redundantly stored)
yet no labor is consumed In the process. '

Output to Court: The system provides a simple means of validating video evidence and outputting to
a self contained DVD for presentation in court. In addition, a secure Chain of Custody report is
embedded onto the DVD. This report documents all activities that have been performed in order to
manage any digital evidence (video, photos, audio and documents) that have been stored in the Digital
Evidence Pro system and exporied to the DVD. -
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SOLUTION COMPONENTS

A. The In-Car Digital Video Recording System

The L-3 Communications Mobile-Vision Flashback in-car Digital Video Recorder (DVR)
automatically records each incident {video, audio and metadata) with superior quality
and accuracy. The RECORD mode can be activated manually or automatically by the
wireless microphone, light bar, siren, vehicle speed or from two auxiliary inputs. For
maximum reliability, the DVR records to solid-state compact flash memory instead of
hard drives or DVDs. With no moving parts, the Fiashback DVR is able o susiain
T shock, vibration, and temperature extremes well beyond the capabilities of other in-car
| cpomen ™1 digital systems. The compact flash memory alse contributes to Flashback’s compact
vacosyileny | | size and extremely low power requirements. Small enough to mount with your radio
control heads, the Flashback DVR puts ail operatmg controls convemently at your
finger fips.

The Flashback DVR provides thé features that are important to your agency:
programmable.pre-event recordzng, the abiiity to simultaneously record two video and
three audio inputs as well as automatic power-on, power-off and
file transfer. The DVR consumes up to 80% less power than other
in-car sysfems.

The Flashback in-car system uses a forward facing color
camera with 12x optical zoom and 12x digital zoom for a total
zoom capability of 144x. This camera has a <1-lux sensitivity
rating, which can be increased o 0.03 lux with the Nite-Waich
feature, making it optimal for nighttime surveillance.

Each system is equipped with L.-3 Mobile-Vision's patented
Voicelink Phis, 900 MHz digital spread spectrum, wireless
microphone. This is a fully automatic device that will lum #tself on
whenever the DVR is recording and furn off when the DVR stops recording. An in-car
. microphohe is also provided. The Flashback DVR can accommodate one additional

N W' ¢ Voicelink Plus wireless microphone for vehicles that carry two officers.

oy

A universal monitor console is provided with flexible mounting options.
The console includes a 3.5-inch color LCD monitor, a
speaker with adjustable volume and backlit operational
controls that duplicate the front panel controls of the
Flashback DVR., This integrated design aliows the BVR to
be mounted in remote locations.

Flashback uses solid-state compact flash recording media,
which is virtually indestructibie, The DVR has an internal
802.11gla wireless LAN Interface as well as a wired
Ethernet port so that recorded digital video data files can
be automatically uploaded to a secure server. Also
included is an internal GPS receivar, which provides
location, speed and sets all DVR clocks {o the worldwide GPS system.

An optional rear camera Is available for recording the

backseat area. It has 2 wide-anhgle lens and its own infrared illumination scurce to a!%ow
it fo record in total darkness, and an internal microphone for recarding conversations
within the vehicle. The rear camera records in coler during the day and in black and
white at night.

The in-car system allows for the ability to “designate an incident classification” immediately after the
incident is concluded. This classification {or priority level) is passed fo the server where definable
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operational rules aflow for the automated processing and categoriéation of specific classes of incidents
(e.g. DUI, Domestic, Accident, etc.). ‘ '

B. File Upload

Wireless Upload (from car): Video is collected on a daily basis by the patrol cars. This evidence is
automatically uploaded to the Patrol servers via wireless multiple overiapping (802.114) “hot spots”
located in the parking area. This is a completely “labor free” process that consumes approximately 15-
20 minutes per car per day which can be made up of multiple short visits to the office. Through this
methad, video is automatically collected, transferred and stored while maintaining chain-of-custody.

L-3 Communications Mobile-Vision has created a wireless solution for large digital in-~car video
implementations. It effectively iIncreases the aggregate throughput capacity by 3 to 4 times that of
conventional wireless solutions, thereby making large fleet wireless transfer viable. It leverages the
increased channel capabilities of 802.11a {vs. “g"), uses advanced antenna technology and manages
the assignment of vehicle to access point through complex algorithms that provide load balancing
across the entire access point array based on transmission performance and predetermined rufes that -
deiermine video file priority.

In & nutshell, using up fo nine 802.11a wireless access points the server “sees” the data files residing in
all equipped vehicles that are within range. It “knows” how well each car can “see” each access point. #f
“knows” how many cars have files to upload. If “knows” the evidentiary pricrity of each file to be
uploaded and uses this global kniowledge fo most effectively manage the transfor process,

For your convenience, Flashback-Il provides two other methods 1o upload files:

Ethernet Upload: The Flashback-1l DVR incorporates an Ethernet connector through which files can
be transferred. This process requires a wired Ethernet connection, which provides fast, secure transfer.

Manual Upload: Video evidence files can also be directly transferred manually by inserting the DVR's
compact flash memory card into a flash card reader on any LAN connected agency PC.

C. Storage & Management Server

Management, Storage & Archiving: The L-3 Communications Maobile-Vision Digital Evidence Pro
System automatically manages, stores, archives and purges the video with the use of a Patent Pending
technalogy referred to as queue based evidence management. In this process the evidence is
automatically managed throughout its Iifecycle based on a series of evidence queues (including type of
incident, date, usage, etc.). This ensures that no evidence is ever lost (in fact it Is redundantly stored)
yet no labor is consumed in the process. '

The storage & management server stores the video and metadata files as well as controls the process
by which the digital video data files are administered, managed and distributed. It receives the uploaded
files and stores them on a redundant RAID 6 (redundant array of independent disks) storage for a
predetermined length of time and concurrently creates a backup on DVD/Tape.

L-3 Mobile-Vision employs an intelligent multi-tiered, storage architecture. All key data (search
parameters) persist indefinitely on the server; but video files reside on the system's RAID for a period of
time based on their evidence value. The lifetime of video files is automatically extended if they have the
“indicators” of a potentiai longer term need, yet standard “un-eventful” roil off the RAID more quickly. In
addition to the RAID lifetime management, the system also manages longer term archiving through the
use of RAID/DVD/Tape. (All ingested video, regardless of perceived evidence value, is backed up
immediately to DVD). if an “after the fact” determination requires video already rolled off RAID to be
reviewed, it can be reloaded from the DVD back to the server for renewed access. This leverages the
immediate accessibllity of RAID as well as the cost effectiveness of DVDs for long-term storage by
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integrating a simple automated “re-activation” process with an inteliigent evidence volume manager that
keeps all “potential” evidence "on-ling" for extended periods.

If you need to access the video it is more than likely “on-line or it can be simply re-activated and made
to be “on-line” within short order.

Search and Access of Video

Once video evidence has been uploaded to the Server, it is
available via any of the LAN connected PCs on the Agency
network. The access is secure with all activity restricted,
verifled and recorded. Searches are performed through
simple “browser based” web interface and case relevant
“Key Data” (no special software of skills required),

INPUT VIDEO SEARCH DETAILS

(TR TR

The user simply logs onto any of the agency’s LAN
connected PCs, and searches for an incident by key data
(officer’s name, date, time or other
relevant data).

- An equally simple, embedded play
‘application provides video playback
confrols that operate like a VCR.

Case File Management

Most video collected will not be used in court, however, that which is used needs to support the judicial
process. The D-E PRO has 2 unique case management module that allows for the creation and
management of case files, As with all aspects of this system.this is a simple point and click operation.
Multiple videos (and other rich media) can be added to a case file (e.g. the “in-car” chase, the
subsequent interviews, crime scens digital photos, the digital 911 cal, reports etc.} This enfire case
build process can be tracked and output,

Distribution of Video and Fulfillment of Disclosure Requests

Output fo Court: The system provides a simple means of validating video svidence and ouiputiing to
a self contalned DVD for presentation in court. From the LAN cornected Agency PCs [E), the user
requests a certified duplicate of a file for output, The system is generally configured to route all such
requests to the BVD robot for output rather than local burn on the client PC. This provides output
control and security. This is a simple desktop PC request for the Officer and the system automatically
iabels and outputs the DVD.

Security

The security utitized within Flashback is unmatched in the mdustry The D-E PRO solution contains
multiple levels of security designed to protect against unauthorized access or editing and to ensure file
authenticity and chain-of-custody. Network and access security is addressed through: encryption,
address specific communication, firewall implementation, user name/password and hierarchical
privilege levels to prevent unauthorized server access. File integrity includes the use of frame-level
{MD5 hash) digital fingerprinting, which is a security measure that other in-car systems apply at the
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global file-level. Additionally, the creation of unalterable copies to non-rewritable media ensures the
ultimate in fite integrity, Physical, iockable security is enabled for both the in-car DVR and the server, -
And finally, the entire lifecycle of the video ewdence is completely documented with all activity
recorded logged and documented,

D. DVD/Tape Backup Station with Robot

Far security and long-term retention purposes, the Flashback solution archives video to DVD (or Tape
depending on volume in a given Patrol office). Upon receiving the video from the storage &
management server [C], the backup station automatically consolidates a group of recorded incidents
and copies them to the archiving media.

The backup station consists of a management server [C] {with application control software) and a DVD
robot with integrated printer (andfor Tape Robot). The archiving solution is completely automatic; with
the only manual intervention being the process of loading a “stack of DVD's” {or cassette of Tapes).
The DVD's are automatically labeled and the Tapes are bar-coded prior o insertion. Therefore all the
Ioggmg and management of the media is automatic through

the DEP application. :

The DVDs are read only discs to ensure the integrity of the
recorded digital video data files and are exact duplicates of
the files recorded by the Flashback DVR systems. This
redundant (dual-media) architecture assures that unalterable
copies exist for secure “disaster recovery”. They also provide
an unquestionable chain-of-custody compliance as well as a
cost-effective, long-term archiving solution.

Videns that were not tagged as potentiai evidence rol from

~ the RAID system (but are retained on the archive).
Accessing videos after their RAID life has expired is simple
and automated. The Officers (from their deskiop PC) search
for files as usual, However, when the search resulis are
refurnad {with file metadata and thumbnail images), the
video will not play and an Officer is asked if this video should
be restored. A single click, ves automatically identifies the
appropriate DVD number and notifies the administrator that DVD# should be restored. The
administrator need only insert the identified DVD# and the \rideo is reloaded and accessible thereafter
through the online system.

E. LAN Connected Agency PCs (Vlewmg Statlons)

To access video, an authorized user logs into the system through any LAN connected PC and simply

browses for an incident by daie, car identifier and time. The user's access is limited by user name and
password. All operations are simple “point & click™ — if the user can use a web browser, they can use
the Flashback digital video managemeni solution!
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DOCUMENT 10.a —- Hardware Requirements

REQUIRMENTS: CRITICAL METRICS AND DESIGN IMPLICATIONS

Driving the solutions architecture is the need to collect and manage ihe large volume of video that is
anticipated o be collected over the distributed OCSD teérritory.

OPERATIONAL ASSUMPTIONS (per RFP): Within the Districts the cars will operate per protocol. That
is, record all incidents at 30 frames per second {fps). The cars are anticipated to return twice per day
with each visit being 15 to 20 minutes,

COLLECTION VOLUME ASSUMPTIONS (per industry Norms): Historical data assumes that during a
12 hour shift a typical patrot unit will perform nine 15 minute “stops” for a tofal of 2.25 Hours of video
per shift {this is assumed in the sizing).

EVIDENCE RETENTION (per RFP}: Non-evidence is to be retained for 12 months and Evidence will
he retained in perpeiu ity.

ONGOING EVIDENCE INTERACTION (per Industry Norms): The actual operational policies and
procedure will have a tfremendous impact on the way the evidence Is interacted with and this, In turn,
significantly effects the required “on-line” volume assumed it is assumed that the Officers will utilize the
“incident classification” capabilities specified in the RFP with some degree of consisiency.
Consequently, critical “potential evidence” ciassifications can be utilized to dynamically assign “oning”
lifetimes to assure maximum speed of access to potential evidence. The conservative assumptions of a
minimum “on-ling” Hfetime of 9@ months Hor higher class videos: 15% of fotal per Irzdustry Norms) and
uneventful video {standard traffic stops: 85% of total per Industry Norms) are retained “on-line” for 3
months awaftmg some upgrade. In any case the video is available for the required 12 months {(non-
evidence) and in perpetuity {evidence: Sized at 2% of total — Industry Norms). Historical data has
shown that these are rather conservative assumptions and with the proper operational usage/training
can be reduced with litie or no negative impact on the operation. i.e. The assumed required storage
volumes could quite possible be reduced when more is known/understood about OCSD’s operation.

The RFP references a 235 car fleet operating out of 6 distributed Patrof locations. The following details
the storage requirement mefrics as defined by the requirements as stated in the RFP. When some iiem
was undefined a conservative assumption was made. Consequently, it Is suggested that detatled
discussions with OCSD could result in a 50% reduction in the requisite server sizes.

North South West San ‘ :
Patrol Patrol Patrol Clemente JWA OCTA
Nl 40 40 16 21 9 6
e 86 86 35 45 19 13
Bubvidniin 5,184 5184 | 2022 2,722 1,166 778
Server RAID . '
Storane @B | 21,773 21,773 8,709 11,431 4,899 3,265
Automaled | Automated | a torated | Automated | Automated | Automated
BackupfArchive Tape Tape Liomaied uioma Ui{o 5} 1
Technolog Robot Robot BVD Robot | DVD Robot | DVD Rebot | DVD Robot

{1} Assumes: 2.25 Hrs of video collected per car per shift (Indusiry Norm), 0.86 GB per hour of
video collected {measured value), 2 shifts per day (per RFP), 30 Day per Month.

(2) Assumes: Standard uneventful Traffic stops are 85% of the total (stored "on-line” for 3 months,
“Interesting” traffic stops (Vehicle Searches, DUl's, Use-of-Force, Arrests, etc.) are 15% of the
total (stored “on-ling” for @ months) and no more than 2% of the total becomes Case Evidence
(stored “on-line” until disposed). Regardless of the “on-ling” ifetime all videos are accessible as
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defined by the RFP (some are merely “on-tine” vs. “near-ine”}). As noted previously, the
Evidence Interaction Assumptions are driving the RAID size. A better understandsng of the
OCS8D operation will likely resuit in a significant reduction in this value.

{3} Each Patrol Location will operate mdependentfy with its own serven’storage and backup
archive. Similarly the backup technalogy selected will be matched io be optimized for the
specific loading as the Patrol in question. .

Wireless uploading is viable: As with all aspects of the architecture the wireless solution is specific to
each Patrol Location. The RFP assumption that there are two refurns per shift aliows for the possibility
fo complete the wireless uploading with a maximum of 9 wireless access point in the larger Patrol
Locations and have the file fransfer completed within the available timeframe. The random return is
assumed to oceur at a time when no more than 25% of the active cars are in the lot concurrently, under
fhese conditions even the largest of the Patrols will be cleared within 15 {o 20 minufes. In order to clear
the cars during the “end of shift” return (on the two Iargest patrols), will necessifate approximately 18
access points, This is likely possible, howaver it will require a site survey to confirm the parking layout
allows physical segmentation. - Uploading the data can be performed wirefessly within the allotted time,
but it will require all 9 available channels in 862.11a, load balancing and the right implementation.

North South - West San o _
Patrol Patrol Patrol Clemente JWA OCTA
Wireless Access '
Points per Patre! | 18 or9 | 18®oro 8 e 5 3
Location

{4) 8 Access Points are bid in this proposal. A site sutvey will be required to confirm the viability of
physically segmenting the parking area fo get the preferred 18.

Optional Agency Server: The RFF does not require any Inter-Patrol networking, However the L-3
solution does support such a networked architecture wherein the Headguarters would contain an
Agency server that would host all the case files and be globaiiy aware of ali files across all the Patrols.
Buch a server for the OCSD implementation would require 5.2 TB and would require minimal network
bandwidth,
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NORTH PATROL — SYSTEM DESCRIPTION

Requires 22 TB and a minimum of 9 Wireless 802.11a load balanced access points.

i ST

Loghn &
’ B o

e e

Swieh| 1

Flashback™ Digital
-In-Car Video Bystems

Tape Bariup Agency Deskios PO:
q System | Admin Station
communications
HotdeYintor, e

A} In-gar Camera and DVR
B} Access Poin{s with Firewall/Swiich

C} Bener, Storage, Digital Evidence Pro Software and Network Switch (oplional Firewall)
D} DVD Ouiput Robot & PG (for Court Cutput)

E} Tape Backup/Archive System

F} Agency supplied Client (standard Windows PC) connected through the LAN
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SYSTEM DESCRIPTION

ftem#

Name

Technical
Description

Specifications

DVRs and In-Car
Cameras, Backseat
Cameras

Flashback™ in-car digital
video recording systern -
robust camera and
recording system.

Mobile-Vision In-Car Digital Video Recording {DVR)} soiution

» Nite-Walch™ Color camera with a 12X Optical — 144X Digital zoom
» Standalone Active Matrix Calor 3.5" LCD Monitor

VoiceLink Plus™ S00MHz DSS Wireless Migrophane

Overwrite Protection feature '

Wireless B0Z.11(a/g) LAN Card and Antenna

16GB Flash Memory Card

GPS Receiver and Antenna

Alf mounts, cables and hardware

1-Year Factory Parts and Labor Warranty

LR BN

File Transfer
Systery (car to
server)

Wircless access points and
802.11alg wireless nefwork
with antennas and physical
flash card reader.

Wireless Access Point w/External Mounted Antenna
B;: 802.11(a/g) Wiraless Aceass point, Antenha and Cabling
By Enhanced Security Module {optional)

= Network Switch {Acoess Poini Connection)

+ Firevrall and Interconnecting Elhernet Cable

Storage &
Management
Server

Application sofiware, server,
storage and swifch
{Altached RAID 6 mass
storage with hot spares})

DEP2700-3XRD1616-750

| Storage & Management Solutlon: :

£y DVM Application & Confrol Server: Dell PowerEdge 1950 with
¢ Dual 3GHZ, 2 GB RAM, 2 x 73 GB RAID 1 configuration
» 2% 10/1 0011000 Network Interface Cards
* Redhat Linux £54 Op Syst
+ CD-Rom, Floppy, LCD Monitor, Keybozrd, Mouse
Gzt Digital Evidence Pro: Software Server Solution
+ DVR WIF! Download and Secure Communications Module
+ Inferface and Usability Module (WEB application - Unlimited Seats}
+ Case Build and Rich Media Management Module
+ intelligent Load Balancer Module (Optimizes Wireless Transfer)
= intelligent Volume Mariagement Module (Archiving and Export).
» Chain of Custody Module . :
* Postgresgl Database ’
€;: Software Load and Server Build out on Certified Equipment

" = DEP Software loading and build out

Car 3 x 16 TB DASS Mass Storage:
« U320 SCSI, 48 x 73068 MDD SATARAID &
» RAID Confrolier{s)
+ Hot Swappable Drives and Power Supply
» Rack configuration )
Cy: Power Connect 10/100/1000 Switch
Gy System Support and Maintenance
+ 1 Year System Updates
+ 1 Year of Systemn Support and Maintenance

DVD Qutput
Station & Robot

DVD Robot and Contol
server

DVM Backup/Archiving Station
D,:-DVD Robot: Primera Brave Il DVD writer /printer w/25 DVD capacity

P2: DVD Control Server: Dell 512MB RAM and 80GE hard disk, CD-Rom
« Windows XP Pro Op System/DVD+R/RW
+ | -3 Mobile-Vision DVD Archiving Software

By DVD Media: 100 pack: white printable DVD-R media

Dg: System Support and Maintenance

» 1 Year System Updates :

» 1 Year of System Support and Maintenance

Tape Backup
System

Taps Deck and Control
software

Tape Backup/Archiving Station

Eq: PowerVault 1287 (or equivaient) 1L TO-3

Ex: Archiving and Control Software Application
E;: System Support and Maintenance
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COUNTY OF ORANGE —~ SHERIFFS DEPARTMENT

RFP NUMBER SXZ00000142

L-3 COMMUNICATIONS —~MOBILE-VISION, INC.,

SOUTH PATROL — SYSTEM DESCRIPTION

Requires 22 TB and a minimum of @ Wireless 802.11a load balanced access points.

Kem #

Name

Technical
Description

Specifications

DVRs and in-Car
Cameras, Backseat
Cameras

Flashback™ in-car digital
video recording sysfem -
robust camera and
recording system.

Htobile-Vision In-Car Digital Video Recording (DVR) solution
s Nite-Watch™ Color camera with a 12X Optical — 144X Digital zoom
» Standalone Active Mafrix Color 3.5" LCD Monitor

Voleel.ink Plus™ S00MHz DSS Wireless Microphone

Ovenwrite Protection feature

Wireless 802.1Ha/y} LAN Card and Antenna

16GRE Flash Memory Card

GPS Reosiver and Anterna

All mounts, cables and hardware

1-Year Factory Parts and Labor Warranty

® & & 2 A & %

Elie Transfer

Bystem {car to
server)

Wireless access points and
802.11a/g wireless netwerk
with antennags and physical
flash card reader,

Wireless Access Point w/External Mounted Anfenna
By: 802.1 'z(aIg) Wiraless Access point, Antenna and Cabling
By Enhanced Security Miodule (optional)

« Network Switch {Access Point Connection)

« Firewall and Iverconnecting Ethernet Cable

Storage &
Managemant
Server

Application software, server,
storage and switch
{Attached RAID 6 mass
storage with hot spares)

DEPZ700-3XRD1616-750

Storage & Management Solution:
Cq: DVM Application & Control Server: Dell PowerEdge 1950 with
o Dual 3GHZ, 2 GB'RAM, 2 x 73 GB RAID 1 configuration
e 2 x 10 00/1000 Network Interface Cards
+ Redhat Linux £84 Op Byst
« CD-Rom, Fioppy, LCD Monitor, Keyboard, Mouse
C,: Digital Evidence Pro: Software Server Solution
« DVR WIF] Downioad and Secure Communications Module
+ interface and Usability Module (WEB application - Unlimited Seats)
« Case Build and Rich Media Management Module
» intefligent Load Balancer Module {Oplimizes Wireless Transfer)
« intelligent Volume Management Moduls {(Archiving and Export)
+ Chaln of Custody Module
« Ppstgresql Database
Cy: Software Load and Server Build out on Certified Equipment
« DEP Software loading and build out
Cs 3x16 TB DASS Mass Storage:
< LU320 BCSH, 48 x 750G8 HDD SATARAID 6
s RAID Controller(s)
+ Hof Swappable Drives and Power Supply
< Rack configuration
Cs: Power Connect $0/106/1600 Switeh
Ce: System Support and Maintenance
s 1 Year System Updates
« 1 Year of System Support and Maintenance

DVD Output
Station & Robot

DVD Robot and Control

- server

DVM Backup/A fchiving Station
Dy: DVD Robot: Primera Brave [F DVD writer fprinter wi25 DVD capacity

Da: DVD Controt Server: Dell 512MB RAM and 86GE hard disk, CD-Rom

« Windows XP Pro Op System/DVD+R/IRW
» L-3 Mobile-Vision DVD Archiving Software
Dyt DVD Media: 100 pack: white printabie DVD-R media
Da: System Support and Mamtareance
» 1 Year System Updates
» 1 Year of System Support and Maintenance

Tape Backup
Systern

Tape Deck and Control
software

Tape Backup/Archiving Station

E:: PowerVault 1287 (or equivalent} LTO-3
E,: Archiving and Control Software Application
Ejy: Systemn Support and Maintenance
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COUNTY OF ORANGE — SHERIFFS DEPARTMENT
RFP NUMBER SXZ00000142
L-3 COMMUNICATIONS - MOBILE-VISION, INC.

WEST PATROL ~ SYSTEM DESCRIPTION

Requires 8.7 TB and a minimum of 8 Wireless 802.11a load balanced access points.

item # Name Technical Specifications
Description

A DVRs and In-Car Flashback™ in-car digital Mobile-Vision in-Car Digital Video Recording {DVR} solution

Cameras, Backseat | video recording systerm - » Nite-Watch™ Color camera with a 12X Optical — 144X Dighal zoam
Cameras robust camera and + Standalone Active Matrix Color 3.57 LCD Monitor
recording system. + VolceLink Plus™ 900MHz DSS Wireiess Microphene
+ Overwrite Protection feature
« Wireless 802.11(a/g} LAN Card and Antenna
« 16GB Flash Memory Card
* GPS Recelver and Antenna
« Al mountis, cables and hardware
* 1-Year Factory Paris and Labor Warranty
B Flie Transfer Wireless access points and | Wireless Access Point w/External Mounted Anterina
System {car to 802.11a/g wireless network | B,: 802.11{alg} Wireless Access point, Antenna and Cabling
server) with antennas and physical | B,: Enhanced Security Module {optional)
flash card reader. * Network Switch (Access Point Connection)
+ Firewall and Interconnecting Ethernet Cabie
C fntorage & . Aippficaﬂondsoftﬁ:ca;e, server, | Sforage & Management Solution:
anagement. storage and sw : \ o fs . :
Serve% { Atta?ha S RAID 6 mase C.: DVM Application Server: Dell PowerEdge 1950 wth
storage with hot spares) « Dual 3GHZ, 2 GB RAM, 2 x 73 GB RAID 1 configuration

« 2 x 10/100/1000 Network interface Cards

DEP2730 Model | , Redhat Linux ES4 Op Syst/ Postgresqt Database

« CD-Rom, Floppy, LCD Monitor, Keyboard, Mouse

C.: Digital Evidence Pro: Software Server Sofution
« DVR WIFFl Download and Secure Communications Module
 Interface and Usabifity Madule {WEB application - Unlimited Seats)
» Case Build and Rich Media Management Module
» Intelligent Load Balancer Module (Optimizes Wireless Transfer)
+» Intelligent Volume Management Module (Archiving and Export)
+ Chain of Custody Module
+ Redhat Linux Op Syst / Postgresql Database

Ca: Software Load and Server Build out on Certified Equipment
+ DEP Sofiware loading and bulld out

Ca: 2 x DASS Mass Storage:
e U320 SCS8I, 32 x 50068 HDD SATARAID & -
* RAID Controller(s) K
« Mot Swappabla Drives and Power Supply
s 2 x4 U Rack configuration ‘

Cs: Power Connect 10/100/4000 Switch

Cgt System Support and Maintenance
* 1 Year System Lipdates :
= 1 Year of System Support and Maintenance

D | DVD Output DVD Robot and Contral DVIM Backup/Archiving Station

Station & Robot | server (plus Media) Dy DVD Robot: Primera Brave 1l DVD writer /printer wi25 DVD capacity

. . D2 DVD Caontrot Server: Del 512MB RAM and 8068 hard disk, CD-Rom
« Windows XP Pro Op System/DVD+R/RW .

. * L-3 Mobile-Vision DVD Archiving Software

Da: DVD Media: 100 pack: white printable DVD-R media

By System Support and Maintenance

+ 1 Year Sysiem Updates

+ 1 Year of Systern Support and Maintenance
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COUNTY OF ORANGE — SHERIFFS DEPARTMENT

RFP NUMBER SXZ00000142

L-2 COMMUNICATIONS - MOBILE-VISION, INC.

SAN CLEMENTE — SYSTEM DESCRIPTION

Requires 11.4 TB and a minimum of 9 Wireless 802.11a ioad balanced access points.

item #

Name

Technical
Description

Specifications

DVRs and in-Car
Cameras, Backseat
Cameras

Flashback™ in-car digital
video recording system -
robust camera and
recording system.

Mobile-Vision in-Car Digital Video Recording (DVR] solution

» Nite-Watch™ Color caraera with a 12X Optical — 144X Digital zoom
» Siandalone Active Matrix Coler 3.5" LCD Monitor

Voicel.ink Plus™ 900MHz DSS Wireless Microphone

Overwrite Protection feature .

Wireless 802.114a/g) LAN Card and Antenna

16GB Flash Memary Card

GPE Reoeiver and Antenna

Al mounts, cables and hardware

1-Year Factory Parts and Labor Warranty

B T N T Y

File Transfer
System (car to

server)

Wireless access points and

802.11a/g wireless nefwork

with antennas and physical
flash card reader,

Wireless Access Point w/External Mounted Antenna

B.: 802.11{z/g) Wireless Access paint, Antenna and Cabling
By Enhanced Security Module (optional) :

= Metwork Switch (Acoesss Poini Conneciion)

¢ Firewall and Interconngcting Ethernet Cable

Siorage &
Management
Server

Application software, server,
storage and swiich
{Aftached RAID 6 mass
storage with hot spares)

DEP2730-750 Model

Storage & Management Solution:
Cy: DVHI Application Server; Dell PowerEdge 1950 with
+ Dual 3GHZ, 2 GB RAM, 2 x 73 GB RAID 1 configuration
= 2 x 10/1006/1000 Network Interface Cards
» Redhat Linux £84 Op Syst / Postgresyt Daizbase
¢ CB-Rom, Floppy, LCD Monitar, Keyboard, Mouse
Cy: Rigital Evidence Pro: Boftware Server Solution
= DVR WIF| Downluad and Secure Communications Module
» Intarface and Usability Modute (WEB application - Linlimited Seafs)
« Case Bulld and Rich Media Management Module
* Intelligent Load Baiancer Module (Optimizes Wirgless Transfer)
« [ntelligent Volume Management Moduie (Archiving and Export)
s Chain of Custody Module
+ Redhat Linux Op Syst/ Postoresql Database .
Gyt Software Load and Server Build out on Certified Equipmen
» DEP Software loading and bulld out
Cs 2 x DASS Mass Siorage:
» U320 SCBI, 32 x 750GE HDD SATARAID &
» RAID Controfier{s)
» Mot Swappable Drives and Powar Supply
« 2 x 4 U Rack configuration
Cs: Power Connect 10/100/1000 Switch
Cy System Support and Maintenance
+ 1 Year System Updates
+ 1 Year of System Support and Maintenance

BVD Output
Siation & Robot

DVD Robot and Confrof
server (plus Media)

DV Backup/Archiving Station :
Dy: DVD Robot: Primera Bravo 1l DV writer /printer wi25 DVD capacity

Da: BVD Control Server: Dell 512MB RAM and 80GR hard disk, CD-Rom
+ Windows XP Pro Op System/DVD+R/RW
¢ 1-3 Mobile-Vision DVD Archiving Software

B4: DVD Media: 100 pack: white printable DVD-R media

0, System Support and Maintenance

» 1 Year System Updates ‘

© 1 Year of System Support and Maintenance
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COUNTY OF ORANGE - SHERIFFS DEPARTMENT

RFP NUMBER SXZ00000142

L-3 COMMUNICATIONS — MOBILE-VISION, INC.

JWA — SYSTEM DESCRIPTION

Requires 4.9 TB and a minimum of 5 Wireless 802.11a load balanced access points.

Hem #

Name

Technical
Description

Specifications

BVRs and In-Car
Cameras, Backseat
Cameras

Flashback™ in-car digital
video recording system -
robust camera and
recording system,

Mobile-Vision In-Car Digital Video Recording (DVR) selution

= Nite-Watch™ Color camera with a 12X Optical + 144X Digital zoom
» Standalone Active Matrix Color 3.5° LCD Monitor

» Voicelink Pius™ 9060MHz DSE Wireless Misrophane

» Overwrite Protection feature

» Wireless 802.11(a/g} LAN Card and Antenna

= 16GB Flash Memory Card

« GPS Recelver and Antenna

« All mounts, cables and hardware

¢ 1-Year Factory Parts and Labor Warranty

File Transfer
System {car 1o
sarver)

Wireless access points and
802.11afg wireless network
with aniennas and physical
flash card reader,

Wirelass Access Point w/External Mounted Antenna
By 802.11(a/g) Wireless Access point, Antenna and Cabiing
By Enhanced Secority Module {ogtional)

» Bletwork Bwitch (Access Point Connection)

» Firewall and Interconnecting Etharnet Cable

Storage &
Management
Server,

Application software, server,
storage and switch
(Attached RAID 6 mass
storage with hot spare.}

DEP2715 Modet

Storage & Management Solution: -
Cy: VM Application Server: Delt PowarEdge 19530 with
» Dual 3GHZ, 2 GB RAM, 2 x 73 GB RAID 1 configuration
« 2% 10/100/1000 Network Interface Cards
+ Redhat Linux ES4 Op Syst
+ CD-Rom, Floppy, 1.CD Monitor, Keyboard, Mouse
Cy: Digital Evidence Pro; Software Sarver Solution
« DVR WIF| Download and Secure Communications Module
« Interface and Usability Module (WEB application - Unlimited Seats)
» Case Build and Rich Media Management Module
« intelligent Load Balancer Module (Optimizes Wireless Transfer)
« intelligent Volume Management Module (Archiving and Export)
* Chain of Custody Module
* Postgresql Database
Ca: Software Load and Server Build out on Certified Equipment
« DEP Software ioading and build out
Cy DASS Mass Storage:
» U320 SCSI, 16 x 560GB HDD SATARAID &
« RAID Contraller
* Hot Swappabla Drives and Power Supply
« Rack configuration
Cs:.Fower Connect 16/100/1000 Switch
Ci: System Support and Maintenance
« 1 Year System Updates
s 1 Year of Systam Support and Maintenance

DVD Backup
Station & Robot

DVD Robot and Contro!
server (plus Media)

DVAM Backup/Archiving Station

Du: DVD Robot: Primera Brave {F DVD writer fprinter wi25 DVD capacity

Dz: DVD Control Server: Dell 512MB RAM and B0GB hard disk, CD-Rom
« Windows XP Pro Op System/DVD+R/RW
+ L-3 Mobile-Vision DVD Archlving Software

Ds: DVD Media: 100 pack: white printable DVD-R media

D4 System Support and Maintenance

* 1 Year System Updates

» 1 Year of System Support and Maintenance
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COUNTY OF ORANGE - SHERIFFS DEPARTMENT
RFP NUMBER SXZ00000142
. L-3 COMMUNICATIONS — MOBILE-VISION, INC.

OCTA -~ SYSTEM DESCRIPTION

Requires 3.3 TB and a minimum of 3 Wireless 802.11a load balanced access points,

ltem # Name Technical ' . Specifications
‘ Description

A DVRs and In-Car | Flashback™ in-car digital Mobile-Vision In-Car Digital Video Recording (DVR} solution
Cameras, Backseat | video recording system - Nite-Watch™ Color camera with a 12X Optical — 144X Digltal zoom

Cameras robust camera and Standaions Active Matrix Color 3.5* LCD Monitor ‘

recording system. VoiceLink Plus™ B00MHz DSS Wireless Microphene

Overwrite Protection feature

Wireless 802.11(a/g) LAN Card and Antenna

16GB Flash Memory Card '

GRS Reoeiver 2nd Antenna

Al mounts, cables and hardware -

« 1-Year Factory Parts and Labor Warmanty

& & B ¥ - B B

B Fite Transfer Wireless access points and | Wireless Access Point w/External Mounted Anfenna
System {car to BO2.11aly wireless network | B,: 802.11(alg) Wireless Access point, Antenna and Cabling
Server) with amtennas and physical | B, Enhanced Security Module (optional)
: flash card reader. + Network Switch {Ascess Point Connaction}
« Firewall and Interconnedting Ethemet Cabie
e Siorage & Application software, server, | Sforage & Management Selufion:
Management storage and switch C:: DV Application Server: Dell PowerEdge 1950 wit
Server (Attached RAID 6 mass * ppiication Serve 9 ith

» Dual 3GHZ, 2 GB RAM, 2 x 73 GB RAID 1 corfiguration
« 2% 10M00/1000 Network interface Cards
+ Redhat Linux ES4 Op Syst
» CB-Rom, Floppy, LCD Monitor, Keyboard, Mouse
Cy: Digital Evidence Pro: Software Server Soiution
« DVR WIFI Downioad and Secure Communications Module -
« Interface and Usability Module {(WEB application - Unlimited Seats)
« Case Build and Rich Mediz Management Module
« [mieliigent Load Balancer Module (Oplimizes Wireless Transfer}
« Inteligent Volume Management Module (Archiving and Expott)
» Chain of Custody Module
» Postgresgl Database
(5 Software Load and Server Bulid out on Certified Equipment
= DEP Software loading and build out
{4: DASS Mass Storage: .
= U320 SCSI, 16 x 500GB HDD SATARAID 6
+ RAID Controller
» Hot Swappable Drives and Power Supply
» Rack configuration
Cs: Power Connect 1010071000 Switch
Co System Support and Maintenance
+ 1 Year System Updates ]
» 1 Year of System Support and Maintenance

storage with hot spare.)
- DEP2715 Maode!

D DVD Backup DVD Robot and Control DV Backup/Archiving Station Co
Station & Robot | server {plus Media) Dy: DVD Robot: Primera Bravo i DVD writer /printer w/25 DVD capacity

D.: BVD Control Server: Dell 512MB RAM and BOGB hard disk, CD-Rom
& Windows XP Fro Op System/DVD+R/RW
» 13 Mobile-Vision DVD Archiving Software

By DVD Media: 100 pack: white printable DVD-R media

By System Support and Maintenance

+ 1 Year System Updates

« 1 Year of System Support and Maintenatice
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COUNTY OF ORANGE ~ SHERIFFS DEPARTMENT

RFP NUMBER $XZ00000142

L-3 COMMUNICATIONS ~ MOBILE-VISION, INC.

OPTIONAL AGENCY SERVER AT HEADQUARTERS
Requires 5.2 TB.

oy wan &
e

Bwdtgh

Agency Deskiop PC%:
* ¥ileo Yiewing

Flughenrs

Handor

Agency Baskinn 910
Admin Siotlon

Substation Servers
Agency WAN

Searver, Storage, Digital Evidence Pro Software and Network Switch

DVD Gutput Robot & PC

Agency supplied Client (standard Windows PC) connected through the LAN
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COUNTY OF ORANGE ~ SHERIFFS DEPARTMENT

RFP NUMBER SXZ00000142

k-3 COMMUNICATIONS — MOBILE-VISION, INC.

OPTIONAL AGENCY SYSTEM DESCRIPTION

Agency Server)

ltem # Name Technical Specifications
Description
A District Servers See Separate Description See Separate Description
B Fite Transfer Agency WAN Agency WAN
Syatem (Distict fo

Storage &
Management
Server

Application sofiwars, server,
storage and switch
{Attached RAID 5 mass
storage.)

DEPZ715AG Model

Storage & Management Solution:
C:: DVM Application & Control Server: Dell PowerEdge 1950 with
+ Dual 3GHZ, 2 GB RAM, 2 x 73 GB RAID 1
w2 x 10/100/1000 Network Interface Cards
+ Redhat Linux ES4 Op Syst
« CD-Rom, Floppy, LCD Monitor, Keyboard, Mouse
C.: Digital Evidence Pro: Agency Software Server Solution
« Digtrict Office Upload and Secure Communications Module
« Agency Content Management Module
e Injerface and Usability Module (WEB application - Uniimited Seats)
+ Case Build and Rich Media Management Module
« Inteliigent Volume Management Module (Archiving and Export}
» Chain of Custody Moduie
+ Postgresql Database

.C3: Software Load and Server Build out on Certified Equipment

+ DEP Sofiware loading and build out
Cq: 1 x 16 T3 DASS Mass Storage;
» L1320 SC8I, 16 x 500GB HDD SATARAID 6
« RAID Contrellar(s)
+ . Mot Swappable Drives and Power Supply
* Rgek configuration e
Cs: Power Connect 10/100/1060 Switch
Cq: System Support and Maintenance
+ 1 Year System Updates .
» 1 Year of System Support and Maintenance

DVD Backup
Station & Robot

DVD Robot and Control
server (plus Media)

DVM Backup/Archiving Station

D4: DVD Robot: Primera Bravo Il DVD writer f printer w/25 DVD capacity
D,: DVD Control Server: Dell 512MB RAM and 80GB hard disk, CD-Rom

= Windows XP Pro Op System/DVD+RIRW
» 1-3 Mobile-Vision DVD Archiving Software
D;: DVD Media: 100 pack: white printable DVD-R media
Dy4: System Support and Maintenance
« 1 Year System Updates
» 1 Year of Systemn Support and Maintenance
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COUNTY OF ORANGE ~ SHERIFFS DEPARTMENT
RFP NUMBER 8XZ00000142
L-3 COMMUNICATIONS — MOBILE-VISION, INC.

DOCUMENT 10E. DESCRIPTION OF USER INTERFACE

INTRODUCTION

The Digital Evidence Series evidence management solution is a network based solufion (rather than a
restrictive stand alone workstation). This means that you will be able lo securely access the evidence
from any network connected PC through a simple web browser and no special client PC saftware. The
functions are designed to the simple and intuitive. There are a plethora of embedded features and
functions that make our new system unigue and unmatched in the industry.

See following sections for an overview of the primary user Interactions and func’téons.
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COUNTY OF ORANGE - SHERIFFS DEPARTMENT
RFP NUMBER SXZ00000142
I-3 COMMUNICATIONS ~ MOBILE-VISION, INC,

Using the Digital Evidence Series {the Application)

A, Logging into the System

Launch a browser and log-in from any LAN connected PC in the Precinct. The system will recognize the
users' pnwleges and allow certain functions and access nghis

!B M.asnnack Loone
Simyle Web inteface: Adcess. |
e BT fi’om any Netwolk connecﬁed .
e R PC, Euaby to use, no special
zé%ﬁ . sn&w&re requ!redf K

Hmrarchical .Acoeg:s_ :

L )

B. Searching for a Video

Videos are searched through a simpie interface using Key Data and Boolean logic. Thisisnota
spreadsheet it is a simple usable todl to locate video via Date/Time, Officer Name, Incident Class, GPS
Location and Video State,

‘B Invut Yinen SEaRCH DETAILS m»qn ok
|-, Simple Search.iiterface.
Incl:!ent Classiﬁcarl:ton

assagned in car

Comprehenswe and
mctendabie itev derta ﬂearch
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COUNTY OF ORANGE - SHERIFFS DEPARTMENT
RFP NUMBER SXZ00000142 '
L3 COMMUNICATIONS — MOBILEWVISION, INC,

Display of the Search Results’

The videos are displayed in a simple and clear format (again this is not a spreadsheet). Based on the

g [ b S § . o
Tk Gwmsed g
: D S T
PR Pt e T
. ; ot ot omew e owentns SSIRIRST
#i o A A N s Hor
s et
[ 1 ety St [ R E . -
AR R et m
itz AR SRR
& - e :
H simple, Cloar Plsplay of -
rrr— 5 Senroh Results .,
‘Infermation’

D. Playing a Video

All the controls are simple and intuitive. Press the play button and a play window opens and the video
plays can be played just ike a VCR {Play, FF, RW, Pause). Al critical incident data {such as triggers,
speed, GPS position, etc.) are displayed. Stilis can be captured and saved from the video.

BRSOy nere

SERE X
Wi ek v boyubyr bva
- oup Fue L T

peren

Infinite Video
Contral with
Shda Bar

Tl

VCR “tke” Controta: Play,
" Stop, Fauss, I¥, iy

v
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COUNTY OF ORANGE ~ SHERIFFS DEPARTMENT
RFP NUMBER SXZ00000142
L-3 COMMUNICATIONS —~ MOBILE-VISION, INC.

E. Tagging a Video

The storage and management system utifizes cues from many sources {0 manage the video throughout
its lifefime. One primary cues is whether or not a video is tagged as potential evidence. If the at any
time the users think that the video has the potential fo have evidence vaiue, it can be simply tagged by
pressing the tag button. The effectively raises the priority of the video and extends the RAID Iifetime.

A GRRER

» % e Wy e s ‘ :
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T
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%’%ﬁ%%m R
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Viden Information

|
. Lass sssociated
i awith the Video

Video “On-Line
Lifetime” is Extended |
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COUNTY OF ORANGE - SHERIFFS DEPAR‘TMENTA
‘ RFP NUMBER $X200000142
L-3 COMMUNICATIONS ~ MOBILE-VISION, INC,

F. Outputting a Video for Distribution

Itis very simple to output video on DVD/CD for distribution (court or other). The standard solution
configuration contains a DVD robot that allows for a single button output initiation. Merely press the
“Export to DVD" button and a DVD is automatically composed, written, and labeled without manual
intervention. {For smaller applications, where a robot Is not Included, the writing can be performed at
the desktop ) -

T Gt g o

T
AT

“The video output DVD is completely selh:ontamed wnh all necessary play com ponents included
automatically.
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COUNTY OF ORANGE — SHERIFFS DEPARTMENT
RFP NUMBER SXZ00000142
L-3 COMMUNICATIONS ~ MOBILE-VISION, INC.

G. Documenting the Video “Chain of Custody”_

The system automatically and completely documents all activity surrounding the video. From the time of
capture, through upload and management all interactions are tracked and identified (who, what, when,
where from). All these items are then automatically composed and written out in a standard pdfreport
format that is completely up fo date with the fast activity. :
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COUNTY OF ORANGE — SHERIFES DEPARTMENT
RFP NUMBER $XZ00600142
1.3 COMMUNICATIONS - MOBILE-VISION, INC.

H. Creating a Case Folder (PRO Models only)

The Digital Evidence Pro has the ability to create and manage case files with all forms of rich media
(video, digital photos, digital documeinis, etc.). To create a Case file the user merely hits the “create
case” button and a case specific field input window is opened. The user completes the appropriate
fields and hits save. : : :

- Simple Case File . _
Creation sl et

- Case Notations .

Relevant Cass |
- Tikorniation:

S S e e e e p?rrrr’[gr.:-._:"ﬁ-{”'
e SR

The “create case” page allows for the inclusion of as much or as litle information as is desited (there
are only two required fields). it also contains an unlimited number of definable case notation
checkboxes to facilitate the simple and quick case folder creation. Once completed, the user clicks the
save button, '

Cases can be created’
with of without vided
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1) Adding Video to a Case Folder

The process of associating video to a case is as simple as hitting the “add video” button from the case
folder. This opens up a window that allows you to add the last viewed video or search. It is that simple,
not copy to, just point and click, | |

CHOOAE VIDEG 10 ADD BrmrnAt fol

Xop
£ suvions o Nk« b ticiser s 00 4507 104851 4
¥ .

B

Sl Vit s TEAM

Just as the world is not limited {o a single point of view, nether is the system. If multiple units respand to
an incident, multiple videos may be associated with that case. Conseguently the system supports this

& » % st Terbmtee e %

| Multiple videod can
be added to & case,

So all cars (and videos) involved in
the incident can be included.
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2) Adding Digital Photographs (and other medla)

The Digital Evidence Pro system contains the ability io not only manage video it will also storage,
manage and track Digital Photographs (as well as all forms of rich media). To add digital photos simply
log onto the system from any network connected PC and hit the “add media” button from the case
folder. This opens up a window that allows you to browse any directory {including an attached digital
camera) Simply navngate to the files that you want to add and click on the upload button,

Cnuosx Muara To Anp

Y —opnnere mnmnm‘mnmnu'
+ B sger e

| Simple o screar instructions -
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i
! i
i
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Onee in the system the digital photos are contained in the case fo]der and are easily searchable, and
retrievable, They are also stored redundantly and tracked as ev:dence never to be lost. And, just as
with videos mu tlp!e photos can be added,

A It g i “ar it i
Fauss e iy T At ®
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3) Adding Comments to a Case File

The Digital Evidence Pro system facifitates the case building process through the ability to comment on
the video and case relevant information. To add a comment, simply go to the “Case Details” page and
hit the *add comment” button from the case foider. This opens up a window that allows you to add
comments, When completed, click on the save button. An unlimited n umber of comments can be
added, :
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L. Searching and Retrieving Case Files

The Digital Evidence Pro has the ability to create and manage case files with all forms of rich media
(video, digital photos, digital documents, efc.). To retrieve a Case Folder simply hit the “Search Case”
button and fill in the search fields. This enables the search to ba performed using Boolean logic on all
case mfonnatlon (dateltime, citation/case number, suspect info, etc.).

Reevirt st o
-~ Information - - ‘B SzAnca RRSILTE L tumsembinte wam
i o = cimin " 1
52 EES AR
EW&%W&%&M&@W% DR S T
PG| |
—iNotdtions *, :

: Information’:

Simple Case Display

gmaommwm; SRty u:\ w«\mv “3‘2‘7; mi{ T
ot cF

T T L W

T e T L et W‘

Search results are displayed in a simple and cilear format (again this is not a spreadsheet}. Based on
the search criteria this may be one case or many. To “open” the desired case folder merely click on the
narme. Once open all case information is displayed clearly. This includes case data as well as
assaciated videos, madia and commaents,

Vidaos Assigned’
to Case
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J. Outputting a Case File for Distribution

‘Bince the Digital Evidence Pro has the ability to create and manage case files with all forms of nch
media, it is sometimes desirable to output the “Case File” in it's entirety for review or court purposes.
Just as with video files this is simple, merely press the “Export to DVD" button within the “Case Detaiis”
page and a DVD is automatically composed, written, and tabeled without manual intervention.

Simple Case Dit!

R e

TR R R ‘-‘;’:‘J
i el R S Rl_mhw i

P

S:mple Output and Court
Preparat:on

The Case Files output DVD is completeiy seif-contained with all necessary play components inciuded
automatlcally
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K. Documenting the Case “Chain of Custody”

The system automatically and completely documents all activity surrounding the video and the Case,
From the time of capture, through upload and management afl interactions are tracked and identified.
(who, what, when, where from). All these items are then automatically composed and written out in a
standard pdf report format that is completely up to date with the last activity.
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L. Restoring a File to Active Status

1) Officer / User Actions

Searching is performed just as if the data were live. Launch a browser and log-in from any LAN
connected PC in the Prectnct

InPuT VInBG SHARGH DEYAILE itz Lot

| -Simple Search Interface |

Varmra. (DGR T S

LR feremarerrgd

) citdent Classrﬂcatien

£ st b g ot Y e e B o
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R it R
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2t :
Videos are searched thraugh a simple interface using Key Data and Boolean logic, Again this is nota
spreadsheet it is a simple usable tool-to locate video via Date/Time, Officer Name, !ncadent Class GPS
Location and Video State. R

The videos are d:splayed in a simple and clear format {again this is not a spreadsheet) Based on the
search criteria this may be one video or many. In either case, a visual reference is provided through a
thumbnail image from the video and all relevant information is displayed in clear and sort able format.
The system will notify the user that the video is not live.
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From the user standpoint reactivation is a simple “click” of the reactivation process. Th;s initiates
restore.
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2) Administrator Actions

Administrator fogs on and is notified about a re—act;vation request.
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Abcept or Reject
L. Reguest

Administrator accapts (or rejects) the request for re-activation.
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Administrafor is walked through both the request process and reactivatlon without having to reference
any other database.

UrLoan Fiusls) For REACTIVATION
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Syster “tells” Administrator.”
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Administrator retrieves the appropriate Tape and the system automatucally udenttﬁes the des;gnated f 1e
and uploads it back into RAIDS.

Officer/User Aéﬁans: Upon reentry the video is now live on the system and viewable.

Video is again “live and playable”
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DOCUMENT 10f. DESCRIPTION OF WIRELESS TECHNOLOGY

TECHNOLOGY BRIEF: Intelligent Wireless Transfer

L-3 Communications Mobile-Vision has created a wireless solution for large digital in-car video
Implementations. It effectively increases the aggregate throughput capacity by 3 to 4 times that of
conventional wireless solutions, thereby making large fleet wireless transfer viable. It leverages the
increased channei capabilities of 802.11a (vs. "g"}, uses advanced antenna technology and manages
the assignment of vehicle to access point through complex algorithms that provide load balancing
across the entire access point array based on transmission performance and predetermsned rules that
determine video file prsorlty

In a nutshell, using up to nine 802.11a wireless access poinis the server “sees” the data files residing in
all equipped vehicles that are within range. It "knows” how well each car can “see” each access point. It
‘knows” how many cars have files fo upload. It “knows” the evidentfary priority of each file o be
uploaded and uses this global knowledge to most effectively manage the fransfer process.

The industry standard for wireless downloading is 802,11g with {(hopefully} some connection balancing
to limit the number of cars that can concurrently connect to any given access point {(foo many cars on
an access point results in data collision saturafion that decreases fransfer efficiency). This approach is
fine for very small fleets with limited data transfer; however as the fleet size increases 802.11g can
become overwhelmed. :

Why 802.11a?: Quite simply, 8302.11a provides up to nine none-overlapping channels vs. only three
non-overlapping channels for B02,11g. With either 802.11a or “g” each channel has a theoretical
downioad capacity of 27Mbps While each 802.11a has the same 27Mbps per channel limit as 802.11g
there are nine “non-overlapping” channels avaiiable in “a” vs. the only three channels for 802,11g. The
resulf is that “a” has a basic throughput capacity three times that of “g". Further limifing the capacity of
“g" is the prevalence of “noise” in the “g” speckrum primarily from other 802.11g or 802.11b networks
operating in close proximity. 802.11a is generally a “cleaner” specirum as most of these interfering
wireless devices will operate in the more common 802.11g and b frequencies. Consequently, in real
worid appiications 802.11g frequently cannot leverage ali three non-overlapping channels due to
interference from other networks in while 802.1 1a wireless networks generally can utilize all nine
available non-overlapping channels. In many situations the real advantage of “a” over “g" is greater than
the just the mathematical change of 3 t0 9. It is closer 4X.

That said, 802.11a is attenuated much more readily in the atmosphere and is much more vulnerable to
intervening obstructions {such as vegetation). Consequently, there is the need for superior anfenna
technology in order to properly leverage 802.11a.

Advanced Antennas Technology: In order fo effectively mitigate the limitations associated with
802.11a (propagation), L-3 Communications employs advanced antenna technology that inlegrates
multi-polarized signals at the antenna. This drastically increases range by counteracting the effects of
atmosphere and obstructions and rendering i invulnerable to the polarization modification effects
associated with moving vehicles and multi-bounce environments {such as parking garages). The net
result is an implementation with superior signal connection properties (SNR, Speed and Bit Error Rate),
across the nine available channels of 802.11a.

Even with nine highly sensitive channels available, if the system does not effectively manage the
distribution of cars and access points there can be significant efficiency losses, conseguently the need

for System Level Load Balancing.

Sysiem Load Balancing (maximizing the use of the 9 available channels): Unlike conventional
systems that might simply limit the number of vehicles connecting to a given access point, the L-3
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- solution performs system level load balancing that is controlied by the server and considers many
diverse metncs mciudmg signal strength (how weli the cars ‘see” the access points), the number of
cars “seeing” any given access point, the number of cars in the entire zone, age of files to be uploaded
and evidentiary priority files 1o be uploaded.

Furthermore, ali cars do not always have the same time criticality, the -3 system contains a set of
prioritization rules that allow some cars (that may have more time critical turnaround times than others)
to be given priority over cars that may be able fo “hang around” ionger. The net result is that no transfer
bandwadth is wasted on cars that may not need to be offloaded immediately.

Effectively, the system has the ability o optimally utilize nine 27Mbps channels {243Mbps aggregate
theoretically capacity) or nearly 4 fimes the throughput capacity of conventional "g” systems. It better
utilizes this increased capacity with system level load balancing' and does not waste critical cycles on
non-criical transfers until the crunch is over. What this means is that the -3 sysiem has the ability fo
effectively transfer the confent from large floets where there is fhe need to rap:dly transter the content
from dozens of yehicles concurrently.

Physical segmentation to add channels beyond 9: In large implementations it is frequently possibie
io physically segment the parking areas such that the layout of the parking area (wrap around,
-front/back areas, elc.) can be leveraged {o enable physical channe! Isolation. This allows multiple
“banks" of access points fo be used and the aggregate capacity to be further increased by the number
of "isolatable” areas.

Note: While 1-3 has the ability fo support most major access point manufaciurers, in order io ully
feverage fhis technology fo it's full potential, All the hardware/sofiware and configuration setfings must
be in accordance with -3 specifications (avallable upon request). The use of any other access point
hardware/software preciudes L-3 from being able to assure any performance capabifity.
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DOCUMENT 1 Oj Security and Auditmg Features

TECHNOLOGY BRIEF: Security and Wireless Transfer

The L-3 Mobile-Vision Digital Evidence Series (DES) utilizes a layered approach to security wherein the
compromising of no single element allows the system to be compromised. There are generaily three
coneerns from a security: {1} File integrity — control of the file iiself and assuring that what is recorded is
identical to that which Is presented later {i.e. the file has not been edited). (2} File Access Security —~
contral such that the flle does not make its way out of the agency for any unauthorized reason. And (3)
System Security — assuring that the wireless system does not allow access fo the existing agency
natwork. Each of these concerns are addressed in the security implementation.

The DVR and the File liself:

Thae security starts in the car; the DVR is physically locked and requires a physical key 1o gain
access 1o the evidence files {any communication through either the monitor or a MDT/Laptop, is
restricted to “read only"). Furthermore, the DVR is a self contained appliance that does not rely on
an off the shelf operating system with well known *holes” and *hacks” {(such as a Windows O8} ~
t.e. the DVR is locked down.

The fite itself; when a file is recorded to the DVR an “MD4 hash” is laid down on each frame that
persists throughout its lifetime (this documenis any potential changes from the originai).
Furthermore, in addition to the later wireless transfer encryption, the file is encrypted by the
application itself. it is encoded with a custom CODEC (that is required at playback) — no CODEC,
no playback.

Wireless fransfer

Procedurally compliant; since the transfer process is completely automatic, there are no manual
steps reqwred (historically the single largest point of both human error and questions regarding
compromises to the integrity); the single largest sources of file integrity concerns are completely
eliminated.

Application physical security; The Flashback system utitizes directional antennas (as apposed to
omni-directional); both to enhance the transfer speed and restrict the wireless areas fo the
designated confrol zones {agency parking areas).

The transfer is all initiated and controlled by the server; this allows the transfer to be intelligenily
load balanced {for optimal speed and aperational effectiveness) and allows for a firewall (placed
between the access points and the DES server) to be "locked down”, allowing only transfers that
were initiated by the server and biocking all externally initiated sources. The Firewall is further
secured by the fact that this is a very gpplication specific fransfer process (it is not like “Starbucks”),
only certain unique types of data are allowed through certain ports and from certain clients. — Unlike
the communications with the in-car !aptops the DES is a very restrictive single purpose, one way,
fransfer that is inherently secure by its unigueness.

DVR Application Authentication; there are several lavers of aui:hentncatlon within the system
separate from the standard wireless methods, including; application level authentication (encrypted
DVR name/password), IP authentication, unique hardware MAC (Media Access Conirol address)
authentication,

Wireless Encryption; the Flashback system supports both WEP and WPA encryplion 128 bit) with
PSK/TKIP (Pre-Shared Key / Temporary Key Intagrity Protocol). This further encrypts the filé (on
top of the application encryption mentioned previously}.

Server security

*

Cutward Facing (DVR's and the outside world): On top of bemg behind a Firewall, and sllowing only
certain types of data and clients, the server utilizes a Linux operating system rather than Windows.
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Unlike Windows, Linux allows all non-essential services to be shut down virtually eliminating all -
securily standard attack modes. Consequently, due to the application specifics, there is no place for

‘external attacks {such as executables) to propagate, the files are placed into “video storage”.

Inward Facing (the Agency network}: Just as with the access points network, a Firewall can be
placed between the DES server and the agency network meaning that any external "attacker” will
have to cet through two firewalls and & prohibitive amount of security before the agencies network
is exposed.

Application Uisage Securily

»
L
L]

The DES supports HTTPS meamng that all user interaction can be encrypted.

And the access is restricted by user name and password.

The access rights and ysage privieges are definable and restricted based on user, rank and job.
Rather than allowing deskfop DVD download and output, the autput is can be restricted to a single
networked DVD writing appliance that can be locked in a secure room. — Eliminating the opportunity
of the output to be produced at the users PC eliminates the single largest potentia! *hole” in the
security concerns retaling to access control. (e.g. Video Evidence “walking” out the front door.)
Whenever, a DVD is output the file integrity (through the hash that was taid down at the time of file
creation) is automaticaily checked and validated.

Further enhancing File Integrity is the twe tier {on-line/off-line) storage architecture, where files gre
written to off-line media at the time of ingestion, thus creating an unafterable version for reference.

All activities and accesses are lcgoed and reported and a “Chain of Evidence” report is
automatically generated and continually updated on each file,

in other words the securily is such that not only are both file Infegrity and acecess securily maintained,
but the system afiows for network access without compromising the existing agencies network
infrasiructure.
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11.

12.

State any failures or refusals to cdmplete any contracts and a complete
explanation. '

None.

Financial information
a. Finaﬁciai Statements —
Our latest Form 10-K is included.
b. 'Bankruptcy §rﬁformation:

No action pending and No prior action.
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References

- Government Agency: Baton Rouge Police Department

-City: Baton Rouge, Louisiana

Contact Name, Title: Sergeant Elgin Bilbo

Phone Number, Alternate Number; (225) 389 — 4693

Project Description: Provide installation and support of 400 Flashback in-car
video systems with 4 Digital Evidence Pro video management systems
networked between each of the Department’s 4 Precincts. Provided project
management throughout entire implementation including installation support,
training and pre-implementation support.

Government Agency: Shreveport Police Department

City: Shreveport, Louisiana

Contact Name, Title: Sergeant Brian Wheeler :

Phone Number, Alternate Number: (318) 673 — 7203 ' i
Project Description: Provide installation and support of 271 Flashback in-car

video systems with 1 Digital Evidence Pro video management system located at

the Department’s Headquarters. Provided project management throughout entire

implementation including ;nstallatton support, training and pre-implementation

support

Government Agency: Indian River County Sheriff's Office

City: Indian River, Florida

Contact Name, Title: Mike Rozier

Phone Number, Alternate Number: (772) 978-6260

Project Description: Provide 118 Flashback in-car video systems with 1 Digital
Evidence Pro video management system located at the Department's
Headquarters. Provided project management throughout entire implementation
including installation support, training and pre-implementation support.

Government Agency: L.aguna Beach Police Depariment

City: Laguna Beach, California

Contact Name, Title: Larry Wohrman, Fleet Coordinator

Phone Number, Alternate Number: (949) 497 — 0384

Project Description: Provide installation and support of 12 Flashback in-car
video systems with 1 Digital Evidence Pro video management system located at
the Department’s Headquarters. Provided project management throughout entire
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implementation including installation support, training and pre-implementation
support. ' o

Government Agency: Cypress Police Departmenit

City: Cypress, California

Contact Name, Title: Sergeant Tom Bruce

Phone Number, Alternate Number: (714) 229 — 6706

Project Description: Provide installation and support of 16 Flashback in-car
video systems with 1 Digital Evidence Pro video management system located at
the Department’'s Headquarters. Provided project management throughout entire
implementation including installation support, training and pre-implementation
support.

Government Agency: Sunnyvale Police Bepartment
City: Sunnyvale, California :

Contact Name, Title: Lieutenant Walter Lee

Phone Number, Alternate Number: (408) 981 — 9005

Project Description: Provide installation and support of 37 Flashback in-car
video systems with 1 Digital Evidence Pro video management system located at
the Department’s Headquarters. Provided project management throughout entire
implementation including installation support, training and pre-implementation
support. ' '
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